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Purpose of the Information Confidentiality/Non-disclosure Agreement 

This form is designed for parties who need to work in areas that may contain Level 1 Confidential Data and Level 2 Internal Use Data (protected data) and do not have an information confidentiality/non-disclosure agreement in place (e.g., contractual agreement).  Examples of parties who need to sign this form are those who:  

· Work in or next to special event booths where confidential or internal use information may be collected.
· Are hired to work on point-of-sale, communications, and other systems that do not require a campus systems access account.
· Are hired to do data entry, or to file student or employee records.
· Work on campus in proximity to protected data.
· Work on equipment that may contain protected data.
· Are provided protected data prior to having a contract is in place.
	Classification
	Description

	Level 1

Confidential Data
	Confidential data is information maintained by the University that is exempt from disclosure under the provisions of the California Public Records Act or other applicable state or federal laws.  Its unauthorized use, access, disclosure, acquisition, modification, loss or deletion could result is severe damage to the CSU, its students, employees or customers.  Financial loss, damage to the CSU’s reputation and legal action could occur if data is lost, stolen, unlawfully shared or otherwise compromised.

Level 1 data is intended solely for use within the CSU and limited to those with a “business need-to know.”  Statutes, regulations, other legal obligations or mandates protect much of this information.  Disclosure of Level 1 data to persons outside of the University is governed by specific standards and controls designed to protect the information.  Confidential information must be interpreted in combination with all information contained on the computer of electronic storage device to determine whether a violation has occurred.

	Level 2

Internal Use Data
	Internal use data is information that must be protected due to proprietary, ethical or privacy considerations.  Although not specifically protected by statute, regulations or other legal obligations or mandates, unauthorized use, access, disclosure, acquisition, modification, loss or deletion of information at this level could cause financial loss, damage to the CSU’s reputation, violate an individual’s privacy rights, or make legal action necessary.

Non-directory student information may not be released except under certain prescribed conditions. 

	Level 1 and Level 2 access will be granted on a strict “need-to-know” basis only and will be restricted to authorized staff and other participants who have executed an approved Information Confidentiality/Non-Disclosure Agreement.  This information includes organization contact lists, internal processing procedures, employee schedules and other information required to function within the organization but too sensitive to release to the public.  For additional information and examples see ITS-2006-S Information Classification, Handling and Disposal.


Instructions for the Authorizing Department 

1. The department or employee that authorizes an individual or company is responsible for obtaining that person’s information and signature on this form.  Examples are as follows:

· The Office of Public Affairs is responsible for parties who request permission to film on campus.

· The Administration and Finance vice president’s office is responsible for parties requesting a special event booth or table on campus.

2. After filling out and signing the form, staple it to the document that authorizes the party to conduct the work required.  Maintain the documentation in the departmental office.
Instructions for the Party 

1. Read the entire document.

2. Complete the Party Information section on the next page.

3. Sign the Agreement on the next page.

4. Submit the completed form to the department that authorizes you to conduct work or be on the Cal State LA campus.  

Information Security Assurance

Safeguarding confidentiality, integrity, availability and the non-disclosure of information in any format (electronic, printed, graphic and verbal) is known as information security assurance.  It encompasses the protection of all University resources, including employees’ and students’ information, financial and physical assets, and intangible assets such as reputation and legal standing.  Information security assurance is an institutional priority and everyone’s responsibility.

Cal State L.A. employees, vendors, consultants and others are required to comply with all applicable state and federal laws and regulations, CSU Executive Orders, CSU policies, and University standards and guidelines.  Those that relate to privacy and protecting the confidentiality of personal information, and that have the most significant impact on the University are California Civil Code, Sections 1798.29, 1798.82, 1798.84, 1798.85 (as amended by Senate Bills 1386 (2003), 1298 (2007) and 24 (2011)); the Family Education Privacy Rights Act (FERPA); the Health Insurance Portability and Accountability Act of 1996 (HIPPA), the California Information Practices Act of 1977; and the California Education Code.  

Party Information

	If a vendor, consultant or agency employee, please complete the following:

	Name and Title

     
	Cellular Telephone Number

     
	Company Telephone Number

     

	Company Name

     
	Business E-mail Address

     
	Status (check one)

 FORMCHECKBOX 
 Vendor     

 FORMCHECKBOX 
 Consultant
 FORMCHECKBOX 
 Agency employee

 FORMCHECKBOX 
 Cal State LA employee

	Company Street Address

     
	Located on campus (check one) 

 FORMCHECKBOX 
 No      FORMCHECKBOX 
 Yes (if so, specify location)      
	

	Company City, State, Zip

     
	Start Date 

     
	End Date

     

	If an individual, please complete the following:

	Last Name

     
	First Name

     
	MI

     
	Telephone Number

     
	Start Date 

     
	End Date

     


Cal State LA Contact Information
	Cal State LA Manager or Contact

     
	Cal State LA Manager/Contact’s Extension 

     

	Cal State LA College/Division 

     
	Cal State LA Department/Unit

     


Information Confidentiality/Non-Disclosure Agreement 

All parties who are granted temporary access to networks, systems, and/or data of California State University, Los Angeles, or who may be in proximity of protected data are entrusted with the maintenance of the security and confidentiality of institutional systems, records, and information, and are expected to adhere to the following:

1. Acknowledgement that in the course of providing services to Cal State LA, Party may be given or have access to protected data.  

2. Must abide by all state and federal laws and regulations, as well as CSU policies and Cal State LA standards and guidelines when accessing, handling, disposing and disclosing protected data, or working in areas where protected data may be in use by others or otherwise exposed.  These regulations and documents are available for viewing at http://www.calstatela.edu/its/itsecurity/guidelines/.  
3. Shall not disclose to third-parties any protected data declared under this agreement except as required by law or with the express written consent of Cal State LA.  Cal State LA shall be immediately notified in writing of any subpoena, court order or other legal process seeking or purporting to compel disclosure of Cal State LA protected data and shall challenge, oppose or appeal any such subpoena, order or legal process to the extent deemed appropriate by the University.

4. Unauthorized use or access of protected data is prohibited and any unrelated and/or unauthorized actions will result in the immediate termination of rights of use or access. 

5. Protected data will be held in strict confidence, protected and accessed only for the explicit business purpose agreed upon with the University.  Each employee or agent who receives protected data must be informed of the obligations associated with the information. 

6. Access to protected data should be changed or terminated based upon changes in individual responsibilities.  All accounts, passwords and access associated with this request will be revoked immediately at the end date specified above.

7. Exhibiting or divulging protected data, personally benefiting or allowing others to benefit from any protected data, or disclosure of any account information and passwords to anyone is prohibited.

8. Directly or indirectly causing the inclusion of any false, inaccurate or misleading entries into any records or reports is prohibited. 

9. No official record or report or copy thereof, whether paper or electronic, may be removed from the office where it is maintained.

10. All systems must be completely exited before leaving a computer or server unattended. 

11. Upon the completion of the services provided, Cal State LA information, including all duplicates and copies, shall be will be returned or destroyed according to University requirements.

12. Violation of security precautions to protect confidential information may be a crime, and may be subject to appropriate legal action and/or criminal prosecution.

13. Must not aid, or act in conspiracy with, anyone to violate any of the rules listed above.

14. Party shall maintain the privacy of protected data and may be financially responsible, if and to the extent that any security breach relating to protected data results from acts or omissions of Party, or its personnel, for any notifications to affected persons (after prompt consultation with Cal State LA Information Security Officer), and to the extent requested by CSU, administratively responsible for such notification.

15. Party must report to the Cal State LA Information Security Officer any unauthorized use or disclosure of which it becomes aware.

I have read and understand all the rules listed above, and I agree to abide by them. I will maintain the security and confidentiality of any institutional records and information entrusted to me in the manner stated in the rules above.  If there is reason to believe there is a violation of University computer security and/or state and federal laws, statutes, and regulations, I understand that my access to University resources, University account(s), and account contents may become subject to monitoring and examination by authorized personnel.

Signature:  
 Date:      
_
Printed Name:      _______________________________________________________________
Party’s Name_______________________________








