TYPE OF
INSURANCE:

TYPE OF
COVERAGE:

PROGRAM:

NAMED INSURED:

DECLARATION:
POLICY PERIOD:

POLICY NUMBER:

TERRITORY:

RETROACTIVE
DATE:

COMPANIES:

August 2014

Mliant

Alliant Property Insurance Program (APIP)
CYBER LIABILITY SUMMARY

X Insurance [ ] Reinsurance

Information Security & Privacy Insurance with Electronic Media Liability Coverage

Alliant Property Insurance Program (APIP) inclusive of
Public Entity Property Insurance Program (PEPIP), and
Hospital All Risk Property Program (HARPP)

Any member(s), entity (ies), agency(ies), organizations(s), enterprise(s) and/or
individuals(s) attached to each Declaration insured as per schedule on file with
Insurer.

Various Declarations as on file with Insurer

July 1, 2014 to July 1, 2015

PH1433938
WORLD-WIDE

APIP/PEPIP

For new members — the retro active date will be the date of addition

July 1, 2014  For existing members included on the July 1, 2014/15 policy
July 1, 2013 For existing members included on the July 1, 2013/14 policy
July 1, 2012 For existing members included on the July 1, 2012/13 policy
July 1, 2011 For existing members included on the July 1, 2011/12 policy
July 1, 2010 For existing members included on the July 1, 2010/11 policy

HARPP

For new members — the retro active date will be the date of addition

July 1, 2009 For members endorsed onto the July 1, 2009/10 policy at a $500,000
limit except for those members who did not provide a ‘No Known
Losses Letter” then the retro date is the date that the member was
added

July 1, 2010 For $1,500,000 excess $500,000

CsuU
July 1, 2008 California State University and CSU Auxiliary Organizations

Lloyd’s of London - Beazley Syndicate:
Syndicates 2623 - 623 - 100%
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THIRD PARTY
LIABILITY

THIRD PARTY
LIABILITY
(Continued)

FIRST PARTY
COMPUTER
SECURITY

RETENTION:

August 2014

Ali.

Alii.

E.

COVERAGES & LIMITS:

$

$
$
$

25,000,000

2,000,000

500,000

2,000,000

2,000,000

2,000,000

2,000,000

50,000
50,000
150,000

Annual Policy and Program Aggregate Limit of
Liability (subject to policy exclusions) for all
Insureds/Members combined (Aggregate for all
coverages combined, including Claims Expenses),
subject to the following sub-limits as noted.

Annual Aggregate Limit of Liability for each
Insured/Member for Information Security & Privacy
Liability. Each Member of a JPA will have a
$2,000,000 Limit Each (Aggregate for all coverages
combined, including Claim Expenses) but sublimited
to:

Annual Policy Aggregate Limit of Liability for each
Insured/Member Privacy Notification Costs coverage.
Limit is $1,000,000 if Beazley vendor services are
used.

Annual Policy Aggregate Limit of Liability for each
Insured/Member for all Claims Expenses and
Penalties for Regulatory Defense and Penalties

PCI Fines and Penalties coverage added with
sub-limit of $100,000.

Annual Policy Aggregate Limit of Liability for each
Insured/Member for all Damages and Claims Expenses
for Website Media Content Liability (Occurrence
Based)

Policy Aggregate Sublimit of Liability for each
Insured/Member for Cyber Extortion Loss

Policy Aggregate Sublimit of Liability for each
Insured/Member for Data Protection Loss and
Business Interruption Loss

First Party Business Interruption Sub-Limits of
Liability for each Insured/Member

1) Hourly Sublimit

2) Forensic Expense Sublimit

3) Dependent Business Interruption Sublimit.

The sub-limits of liability displayed above in Items B, C and D are part of,
and not in addition to, the overall Annual Aggregate Limit of Liability for each
Insured/Member (Item Aii)

25,000 CSU Auxiliary Organizations only
50,000 Per Occurrence for each Insured/Member with TIV up to
$500,000,000 at the time of loss
8 Hour waiting period for first party claims
100,000 Per Occurrence for each Insured/Member with TIV greater
than $500,000,000 at time of loss
8 Hour waiting period for first party claims
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NOTICE:

EXTENDED
REPORTING PERIOD:

SPECIFIC
COVERAGE
PROVISIONS:

August 2014

Policy coverage sections I.A - Information Security & Privacy Liability,
I.B.- Privacy Notification Costs and 1.C.-Regulatory Defense & Penalties
of this policy provide coverage on a claims made and reported basis;
except as otherwise provided, coverage under these insuring agreements
applies only to claims first made against the insured and reported to
underwriters during the policy period. Claims expenses shall reduce the
applicable limit of liability and are subject to the applicable retention.

For First Named Insured - To be determined at the time of election (additional
premium will apply)

Information Security and Privacy Liability pays on behalf of the
Insured/Member damages and claims expenses excess of the retention which
the Insured/Member shall become legally obligated to pay because of any
claim, including a claim for violation of a privacy law first made against the
Insured/Member and reported to underwriters during the policy period for
e theft, loss or unauthorized disclosure of personally identifiable non-
public information or third party corporate information that is in the
care, custody or control of the Insured/Member, or an independent
contractor that is holding, processing or transferring such information
on behalf of the Insured/Member.
e Acts or incidents that directly result from the failure of computer
security to prevent a security breach including
o Alteration, corruption, destruction, deletion, or damage to a
data asset stored on computer systems
o Failure to prevent transmission of malicious code from
computer systems to third party computer systems
o Participation in a denial of service attack directed against a
third party computer system
e The failure to timely disclose any of the above in violation of any
breach notice law
e The failure to comply with a privacy policy involving the disclosure,
sharing or selling of personally identifiable non-public information
e The failure to administer an identity theft prevention program

Privacy Notification Costs pay the Insured/Member for reasonable and
necessary costs to comply with a breach notice law because of an incident that
first takes place on or after the retroactive date and before the end of the policy
period. Privacy Notification Costs means costs incurred within one year of the
reporting of the incident or suspected incident to the Underwriters:
e To hire security experts;
e Notification provisions,
e Public relations mitigation up to $50,000 subject to Nil coinsurance
e Credit monitoring for the purpose of mitigating potential damages and
are subject to Nil coinsurance
o Credit file monitoring,
o Mailing and third party administrative costs

To provide notification to:

(@) Individuals who are required to be notified by the Insured
Organization under the applicable Breach Notice Law; and

(b) In the Underwriters’ discretion, to individuals affected by an incident
in which their Personally Identifiable Non-Public Information has
been subject to theft, loss, or Unauthorized Disclosure in a manner
which compromises the security or privacy of such individual by
posing a significant risk of financial, reputational or other harm to the
individual.
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SPECIFIC
COVERAGE

PROVISIONS:

(Continued)

SPECIFIC
COVERAGE

PROVISIONS:

(Continued)

August 2014

Regulatory Defense and Penalties pays on behalf of the Insured/Member
claims expenses and penalties which the Insured/Member shall become legally
obligated to pay because of any claim in the form of a regulatory proceeding
resulting from a violation of a privacy law and caused by an incident described
under certain sections of the information security and privacy liability section
of the policy.

Website Media Content Liability (occurrence based) days on behalf of the
insured damages and claims expenses resulting from any claim made against
the Insured/Member for one or more of the following acts committed in the
course of covered media activities:

e Defamation, libel, slander, trade libel

e Privacy violation

¢ Invasion or interference with publicity

e Plagiarism, piracy, misappropriation of ideas under implied
contract

¢ Infringement of copyright

o Infringement of domain name, trademark

e Improper deep-linking or framing within electronic content

Cyber Extortion indemnifies the Insured/Member for costs incurred as a
result of an extortion threat by a person other than employees, directors,
officers, principals, trustees, governors, managers, members, etc.

First Party Data Protection indemnifies the Insured/Member for data
protection loss as a result of alteration, corruption, destruction, deletion,
damage or inability to access data assets.

First Party Network Business Interruption indemnifies the Insured/Member
for business interruption loss as a direct result of the actual and necessary
interruption or suspension of computer systems and is directly caused by a
failure of computer security to prevent a security breach.
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EXCLUSIONS
(Including but not
limited to):

Coverage does not apply to any claim or loss from

Bodily Injury or Property Damage

Any employer-employee relations, policies, practices

Contractual Liability or Obligation

Any actual or alleged act, error or omission or breach of duty by any director,
officer, manager if claim is brought by principals, officers, directors, stockholders
and the like

Anti-Trust violations

Unfair trade practices

Unlawful collection or acquisition of Personally Identifiable Non-Public
Information

Distribution of unsolicited e-mails, facsimile, audio or video recording

Prior knowledge or previously reported incidents

Incidents occurring prior to retroactive date/continuity date

Any act, error, omission, of computer security if occurred prior to policy
inception

Collusion

Securities Act Violations

Fair Labor Act Violations

Discrimination

Intentional Acts with regard to Privacy and Security Breach

Infringement - Patent and Copyright

Federal Trade Commission and related state, federal, local and foreign
governmental activities

Insured vs. Insured

Money/Securities/Funds Transfer

Broadcasting, Publications and Advertising

War and Terrorism

Pollution

Nuclear Incident

Radioactive Contamination

NOTICE OF CLAIM:

IMMEDIATE NOTICE must be made to Beazley NY of all potential claims and
circumstances (assistance, and cooperation clause applies)
Claim notification under this policy is to:

Beazley Group

Attn: Beth Diamond

1270 Avenue of the Americas

New York, NY 10020

tmbclaims@beazley.com

NOTICE OF
CANCELLATION:

REINSTATEMENT
PROVISIONS:

CYBER COST:

OTHER SERVICES

QUOTE VALID UNTIL:

August 2014

10 days for non-payment of premium

Optional reinstatement at 125% of the annual premium

Exhaustion of $2,000,000 Annual Aggregate Limit of Liability for Each
Insured/Member for Information Security & Privacy Liability:

Reinstatement of Aggregate Limits for each Insured/Member will be automatic and
subject to additional premium

Cost is included in Total Property Premium
30% Earned Premium at Inception

Unlimited Access to e-Place Solutions as per attached brochure.

July 1, 2014
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BROKER: ALLIANT INSURANCE SERVICES, INC.
License No. 0C36861

NOTES: Coverage outlined in this Summary is subject to the terms and conditions set forth in the policy. Please refer to
Policy for specific terms, conditions and exclusions.

IMPORTANT NOTICE: THE NONADMITTED & REINSURANCE REFORM ACT (NRRA) WENT INTO EFFECT ON
JULY 21, 2011. ACCORDINGLY, SURPLUS LINES TAX RATES AND REGULATIONS ARE SUBJECT TO CHANGE
WHICH COULD RESULT IN AN INCREASE OR DECREASE OF THE TOTAL SURPLUS LINES TAXES AND/OR FEES
OWED ON THIS PLACEMENT. IF A CHANGE IS REQUIRED, WE WILL PROMPTLY NOTIFY YOU. ANY
ADDITIONAL TAXES AND/OR FEES OWED MUST BE PROMPTLY REMITTED TO ALLIANT INSURANCE SERVICES,
INC.

This proposal of insurance is provided as a matter of convenience and information only. All information included in
this proposal, including but not limited to personal and real property values, locations, operations, products, data,
automobile schedules, financial data and loss experience, is based on facts and representations supplied to Alliant
Insurance Services, Inc. by you. This proposal does not reflect any independent study or investigation by Alliant
Insurance Services, Inc. or its agents and employees.

Please be advised that this proposal is also expressly conditioned on there being no material change in the risk
between the date of this proposal and the inception date of the proposed policy (including the occurrence of any
claim or notice of circumstances that may give rise to a claim under any policy which the policy being proposed is a
renewal or replacement). In the event of such change of risk, the insurer may, at its sole discretion, modify, or
withdraw this proposal whether or not this offer has already been accepted.

This proposal is not confirmation of insurance and does not add to, extend, amend, change, or alter any coverage in
any actual policy of insurance you may have. All existing policy terms, conditions, exclusions, and limitations apply.
For specific information regarding your insurance coverage, please refer to the policy itself. Alliant Insurance
Services, Inc. will not be liable for any claims arising from or related to information included in or omitted from
this proposal of insurance

Alliant embraces a policy of transparency with respect to its compensation from insurance transactions. Details on our
compensation policy, including the types of income that Alliant may earn on a placement, are available on our website at
wwwe.alliant.com. For a copy of our policy or for any inquiries regarding compensation issues pertaining to your account
you may also contact us at: Alliant Insurance Services, Inc., Attention: General Counsel, 701 B Street, 6th Floor, San Diego,
CA 92101.

Analyzing insurers' over-all performance and financial strength is a task that requires specialized skills and in-depth
technical understanding of all aspects of insurance company finances and operations. Insurance brokerages such as Alliant
Insurance typically rely upon rating agencies for this type of market analysis. Both A.M. Best and Standard and Poor's have
been industry leaders in this area for many decades, utilizing a combination of quantitative and qualitative analysis of the
information available in formulating their ratings.

A.M. Best has an extensive database of nearly 6,000 Life/Health, Property Casualty and International companies. You can
visit them at www.ambest.com. For additional information regarding insurer financial strength ratings visit Standard and
Poor's website at www.standardandpoors.com.

Our goal is to procure insurance for you with underwriters possessing the financial strength to perform. Alliant does not,
however, guarantee the solvency of any underwriters with which insurance or reinsurance is placed and maintains no
responsibility for any loss or damage arising from the financial failure or insolvency of any insurer. We encourage you to
review the publicly available information collected to enable you to make an informed decision to accept or reject a
particular underwriter. To learn more about companies doing business in your state, visit the Department of Insurance
website for that state.

NY Regulation 194 Disclosure and General Broker Compensation Disclosure

Alliant Insurance Services, Inc. is an insurance producer licensed by the State of New York and other States. Insurance
producers are authorized by their license to confer with insurance purchasers about the benefits, terms and conditions of
insurance contracts; to offer advice concerning the substantive benefits of particular insurance contracts; to sell insurance;
and to obtain insurance for purchasers. The role of the producer in any particular transaction typically involves one or more
of these activities.
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Compensation will be paid to the producer, based on the insurance contract the producer sells. Depending on the insurer(s)
and insurance contract(s) the purchaser selects, compensation will be paid by the insurer(s) selling the insurance contract or
by another third party. Such compensation may vary depending on a number of factors, including the insurance contract(s)
and the insurer(s) the purchaser selects. In some cases, other factors such as the volume of business a producer provides to

an insurer or the profitability of insurance contracts a producer provides to an insurer also may affect compensation.

The insurance purchaser may obtain information about compensation expected to be received by the producer based in
whole or in part on the sale of insurance to the purchaser, and (if applicable) compensation expected to be received based in
whole or in part on any alternative quotes presented to the purchaser by the producer, by requesting such information from
the producer.

POLICYHOLDER SERVICES

Dlew SCRVICES INCLUDE
= Training and Awareness Programs
= aAnimated staff Training Programs
= Expanded HIPAA Compliance Tools

MNoDataBreach.com provides risk management policies, procedures, training, and other tools
to help insureds prevent a breach of confidential data.

As a Beazley Breach Response® policyholder, you have unlimited access to:

On-Line Comaruance MATERIALS
Federal and state compliance materials regarding data
security, data breaches, and data privacy, including:
« Cuick Tips on many subjects; Summaries of
federal/state laws
« Links to statutes & regulations; Sample policies
& procedures
« Continuing updates and electronic notification
of significant changes to the on-line materials

QuapTeERLY NEWSIETTER £ "INSTANT ALERTS™

Sent by email, learn about changes in federal and state
laws regarding data security, data breach, and data
privacy issues; Instant Alerts sent by email for events
require immediate attention.

ExpERT SUPPORT OnN-LINE
Experts support from consultants/attormeys on data
security issues; including:
Health care & HIPAA compliance issues
« Data breach prevention issues
« Data Security best practices
+« Computer forensic issues

STEP-BY-STEP PROCEDURES TO LOWER RiSK
Procedures and on-line forms help you:
» Understand the scope of “personal
information™ ("PI™)
+ Determine where Pl is stored
« Collect and/or retain the minimum amount of
Pl as required for business needs
+ Properly destroy Pl that is no longer needed
= Implement an Incident Response Plan

Trammin MoDULES
» Comic Strip training
« Online training programs; Employee training
bulletins
+ ‘Woebinars for privacy compliance and IT staff
» Audio and PodCast training for managers and)
or employees

Hanoung DaTA BREACHES

Guidance provided to:
» Help prevent data security incidents
+ Respond to a data breach

| NoDataBreach.com

LA e S — S
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Powered by ePlace Solutions, Inc.
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