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Purpose of the Information Security Initial Incident Report
Immediately upon detection of any actual or suspected breach in any type of media (e.g., electronic, paper, verbally, etc.) by any user, the incident must be reported to the ITS Help Desk at 323-343-6170 or the director of IT Security and Compliance at 323-343-2600.  Immediately following telephone notification, this form must be submitted via one of the following methods:

· Facsimile:
323-343-2602

· Email:
itsecurity@calstatela.edu
· Address:
CSULA-CSIRT

IT Security and Compliance

Information Technology Services, LIB PW 1070

California State University, Los Angeles

5151 State University Dr

Los Angeles CA  90032

Reporting should not be delayed until all information regarding an incident is gathered.
If the incident involves a lost or stolen computer or electronic storage device, take the following additional steps.

· File a report with University Police, 3-3700.

· Submit form ITS-2804 Lost/Stolen Computer/Electronic Storage Device Report, available at: http://www.calstatela.edu/its/services.php  (Information Security and Compliance)
Contact Information
	Name:       
	Title:       
	Department:       

	Office Extension:       
	Office Location:       
	Email Address:       


Incident Information
	Date of Detection:       
	Time of Detection:       
	 Room/area in which the incident occurred:

      

	Individual(s) who discovered the incident:

     
	Department in which the incident occurred:

     

	Brief description of the incident:       

	Describe the evidence that substantiates or corroborates the incident (e.g., eye-witnesses, time-stamped logs, screenshots, video footage, hardcopy, etc.):  
     

	If applicable, provide details on the nature of the data (e.g., student information, employee information, credit card information, SSNs, medical information, etc.)

     

	Have all parties with knowledge of the incident have been informed to treat information regarding the incident as sensitive or confidential?

Yes   FORMCHECKBOX 
                   No  FORMCHECKBOX 



IT Security and Compliance Information
Office Use Only

	Date of Telephone Notification:       
	Date of Form Receipt:       

	Received by:       
	Incident Tracking Number:       


The information contained in this document is confidential and should be maintained and handled as Level 1 Confidential Data.
