Wireless Internet/Network Access
Configuring & Using a Laptop Computer

INFORMATION TECHNOLOGY SERVICES
California State University, Los Angeles

Version 2.0 Fall 2006
Contents
SYSEEM REGUITEMIENTS ......viiiiiiticiei ettt e e et e s te et e e e e s aeeste e e e steesteaneesreenreeneenes 2
Determining the Type of Wireless LAN AdapLer.........ccooveiiiieere e 2
Configuration of the Wireless LAN AdAPLEr .........cccoiiiiiiieie et 5
Configuring a B/G Wireless LAN AdAPLEN ........c.ccoveiiiiiiieiiece s 5
Configuring @ B Wireless LAN AGAPTET ........oiiiiiiiieieiesie e 8
Connecting Using @ CSLA Wireless CONNECTION .........cccooiiiiiiiiinieienesese e 9
Connecting Using the CSLA-ENCRYPTED CONNECION .......ccveiiiieiiiieiicniesieeeeeeee e 9
Connecting Using the CSLA-UNENCRYPTED Connection ..........cccccveveiievecviesieese e 12
LOgging ONtO the SYSTEIM ...cuviiiiieiicce et e sre e re e te e reereenes 14
ACCESS POINTS ON CABMIPUS ...ttt sttt sb bbbt eb e 14

For additional written instructional guides, visit us @ http://www.calstatela.edu/handouts



http://www.calstatela.edu/handouts

Introduction

Wireless technology allows laptop computer users to access networks and the Internet without
having to “plug-in” to a data jack with a cable or wire. Most new laptop computers have a device
known as a wireless LAN adapter that transmits and receives data to and from a network or the
Internet. The ability to connect to a network or the Internet using wireless technology also
requires additional equipment known as an access point. Access points are installed at specific
locations on the CSULA campus. These access points provide service areas of a specific size
where users possessing a laptop computer equipped with a wireless LAN adapter can access the
campus network and the Internet.

There are two types of wireless connections available on the CSULA campus — an encrypted
connection and an unencrypted connection. The encrypted connection transmits and receives
coded data between the access point and the computer in a manner that makes it very difficult, if
not impossible, for third parties to intercept and interpret the data. The unencrypted connection
does not use coded data, and any information that is transmitted and received could be subject to
interception and interpretation by third parties. This handout provides detailed guidance on
configuring a laptop computer to use the wireless access points on campus, and what the user
will experience when connecting to the network or Internet using wireless technology.

System Requirements

There are two types of wireless LAN adapters that can be configured for use on the CSLA
campus. The wireless LAN adapter can be either a “b” type or a “b/g” type. Each of the types has
different capabilities in terms of the speed of the connection, and the type of connection
available.

If a user has a “b” type wireless LAN adapter, the typical maximum connection speed will be
limited to 11 megabytes of data per second. Additionally, a user with a “b” adapter will only be
able to connect to the Internet using the “CSLA-UNENCRYPTED” wireless connection.

If a user has a “b/g” type wireless LAN adapter, the typical maximum connection speed will be
54 megabytes of data per second. Users with a “b/g” adapter will be able to connect to the
Internet using either the “CSLA-ENCRYPTED” or the “CSLA-UNENCRYPTED” wireless
connection.

Generally, if the user computer operating system is anything older than Windows XP, then the
wireless LAN adapter is probably a “b” type. Having a computer with the Windows XP
operating systems does not guarantee a “b/g” type adapter. Newer computers acquired after 2004
are likely equipped with a “b/g” type adapter, but this is not necessarily always true. Given the
multitude of wireless LAN adapter manufacturers, it is likely that there will be exceptions to
these generalizations.

Determining the Type of Wireless LAN Adapter
Before configuring the computer for wireless access, the user should determine if the computer is
equipped with a “b” or a “b/g” type adapter.

To determine the type of adapter on the computer:

1. Click the Start button m on the lower left corner of the desktop. The Start menu
opens.
2. Click the Control Panel menu item. The Control Panel window opens.
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INOTE:

If the Control Panel window appears in “Category” view as in Figure 1, click the Switch to
Classic view button (see Figure 1). Otherwise, proceed to step (3).
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Figure 1 - Control Panel Window in Category View

Connections window opens.

4. Right-click the Wireless Network Connection [“1" wireless Network Connection | 1y tton and
select Properties from the pop-up menu. The Wireless Network Connection Properties

dialog box opens.

INOTE:

button. The Network

The buttons in steps (3) and (4) above may appear slightly different depending on the folder
view option settings in effect. The names of the buttons, however, should be the same.

INOTE:

The Connect using: text box of the Wireless Network Connection Properties dialog box may
or may not contain an indication of the adapter type. Figure 2 is an example where the
adapter type is indicated; Figure 3 is an example where the adapter type cannot be
determined from the adapter name.
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Figure 2 - Indication of Adapter Type in Connect Figure 3 - No Indication of Adapter Type in Connect
Using: Text Box Using: Text Box

5. If the adapter type cannot be determined from the information in the Connect using: text
box, then click the Configure... button. The adapter Properties dialog box will open (see
Figure 4).

Broadcom 802.11b/g WLAN Properties

General |A.d\ranced Driver || Resounces

Broadcom 802.11b./g WLAN

Device type: Network adapters

Manufacturer: Broadcom

Location: PCl bus 2, device 2, function 0
Device status

This device is working propery.

I you are having problems with this device, click Troubleshoot to
start the troubleshoaoter.

[ Troubleshoot... |

Device usage:

Use this device (enable) w |

[ ok ][ cancel |

Figure 4 - Adapter Properties Dialog Box

6. Click the Advanced tab.
7. Inthe Property: list box, select the property name that best corresponds to rate of data
transfer.
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Figure 5 - Type "b" Wireless LAN Adapter

INOTE:

Figure 6 - Type "b/g" Wireless LAN Adapter

Each adapter manufacturer may select a different name for each property of the adapter.
Figure 5 and Figure 6 are typical examples of the different naming conventions used by

manufacturers.

8. Click the Value: drop-down arrow and scroll to the bottom of the list, if necessary, and
observe the maximum data transfer rate listed.

INOTE:

A maximum data transfer rate of 11 megabytes per second indicates that the adapter is a “b”
type and can only be used to connect using the “CSLA-UNENCRYPTED” connection (see
Figure 5). A maximum data transfer rate of 54 megabytes per second indicates that the
adapter is a “b/g” type and can be used to connect using either connection (see Figure 6).

Configuration of the Wireless LAN Adapter
Each of the two types of wireless LAN adapters that can be used on the CSULA campus must be

configured to connect to the Internet and campus networks. Each type will be configured with
different settings as described in the following sections.

Configuring a B/G Wireless LAN Adapter

If the laptop wireless LAN adapter is a “b/g” type, it must be specifically configured to access
the campus network or the Internet. There are a large number of “b/g” wireless LAN adapter
brands available, and most can be configured using the steps outlined in this section.

To configure a “b/g” wireless LAN adapter:

1. Click the Start button m on the lower left corner of the desktop. The Start menu

opens.

2. Click the Control Panel menu item. The Control Panel window opens.
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3. Click the Network Connections button. The Network

Connections window opens.

4. Right-click the Wireless Network Connection " wireless Network Connection | pytton and
select Properties from the pop-up menu. The Wireless Network Connection Properties
dialog box opens (see Figure 7).

INOTE:
The buttons in steps (3) and (4) above may appear slightly different depending on the folder
view option settings in effect. The names of the buttons, however, should be the same.

5. Click the Wireless Networks tab.
6. Check the Use Windows to configure my wireless network settings check box (see

Figure 8).

INOTE:

Depending on the manufacturer of the wireless LAN adapter, the user may not be able to
check the Use Windows to configure my wireless network settings check box. If that occurs,
the settings on the wireless LAN adapter must be adjusted. Consult the Help menu structure,
documentation provided with the adapter, or contact the manufacturer to determine how to
adjust the configuration settings of the adapter.

7. Click the Add... button in the Preferred networks: section. The Wireless Network
Properties dialog box opens (see Figure 9).

- Wireless Metwork Connection Properties @g] - Wireless Network Connection Properties @EI

General | ‘Wireless Networks | Advanced General | 'Wireless Metworks | Advanced
Connect using: e Windows to configure my wirelezs network. settings
EHE Intel[P) PROAIEless 29154B5G Met e e
) ) PR To connect bo, dizconnect from, or find out more information
This cannection uses the following items: ahiout wireless networks in range, click the button below.
El Client for Microzoft Metwarks ~ Wiew Wireless Metwarks
B Intel Wireless Connection Agernt
.@ Dreterminiztic Metwark Enhancer Prefered netwarks:

Avtornatically connect ta available netwarks in the order listed

31 File and Printer Sharina for Microsoft Metworks ws
¢ S below:

[ Inztall... ] [ Uninztall ] [ Properties

Dezcription

Allowes your computer to access resources on a Microzaft

network.

Add..
Showe icon in notification area when connected L . ; - o
e : . i s earn about 2ething up wirsless networ
Matify me when thiz connection has limited or fo connectivity s
[ Ok ] [ Cancel ] I [0]:8 l [ Cancel ]
Figure 7 - Wireless Network Connection Properties Figure 8 - Use Windows to Configure My Wireless
Dialog Box Network Settings Check Box
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Wireless network properties : _ Wireless network properties

Association |P~.|.rthentica1ion Connection Aszociation | Authentication |Eonnection

Network pame (SS10): |CSLA—ENC RYPTED| |

Wirgless network key

This netwark requires a key for the following:

Network Authentication: |WPA b | EAP type: | Protected EAP (PEAP) hd |

Data encryption: |AES w | -
Properties
| | :

| | [[] Authenticate as computer when computer information iz available

[[] Authenticate as guest when user or computer information is
|:| unavailable

[[] This is & computerto-computer (ad hoc) netwark; wireless
access points are not used

[ oK l[ Cancel ] [ ak H Cancel

Figure 9 - Wireless Network Properties Dialog Box Figure 10 - Wireless Network Properties
Authentication Tab

©o

Enter “CSLA-ENCRYPTED” in the Network name (SSID): text box.

9. Select “WPA” or “WPA2” from the Network Authentication: drop-down list.

10. Select either “AES” or “TKIP” in the Data encryption: drop-down list.

11. Click the Authentication tab (see Figure 10).

12. Select “Protected EAP (PEAP)” in the EAP type: drop-down list.

13. If applicable, uncheck any check boxes below the Properties button on the
Authentication tab.

14. Click the Properties button. The Protected EAP Properties dialog box opens (see Figure

11).

Protected EAP Properties

When connecting:

(4

[] connect to these servers:

Trusted Root Certification Authorities:

[] aBA.ECOM Root CA ~
[ Autoridad Certificadora de la Asociacion Nacional del Notaria —
[ autoridad Certificadora del Colegio Madional de Correduria P
[ Baltimore EZ by DST

D Belgacom E-Trust Primary CA . y
[] Ca HKT SecureNet CA Class A EAP MSCHAPv2 Properties X |
|:| C&W HKT SecureMet CA Class B v

< | &

[]Do not prompt user to authorize new servers or trusted ‘whern conmecting:

certification authorities,

] Automatically use my Windows logon name and

Select Authentication Method: passwu:urd [anu:l domain if aﬂ_','].

|Secured password (EAP-MSCHAP v2) v |

[]Enable Fast Reconnect

[ ok ][ cance | I ak. l [ Cancel ]

Figure 11 - Protected EAP Properties Dialog Box Figure 12 - EAP MSCHAP v2 Properties Dialog Box
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15. Check the Validate server certificate check box.

16. Select “Secured password (EAP-MSCHAP v2)” in the Select Authentication Method:
drop-down list.

17. Click the Configure... button. The EAP MSCHAP v2 Properties dialog box opens (see
Figure 12).

18. Uncheck the Automatically use my Windows logon name and password (and domain if
any) check box.

19. Click the OK button on each open dialog box to close it.

20. Close the Network Connections window.

Configuring a B Wireless LAN Adapter

If the laptop wireless LAN adapter is a “b” type, it must be specifically configured to access the
campus network or the Internet. There are a large number of “b” wireless LAN adapter brands
available, and most can be configured using the steps outlined in this section.

To configure a “b” wireless LAN adapter:

1. Click the Start button EEEEEES on the lower left corner of the desktop. The Start menu
opens.
2. Click the Control Panel menu item. The Control Panel window opens.

button. The Network

3. Click the Network Connections
Connections window opens.

4. Right-click the Wireless Network Connection "’ Wireless Network Connection | pytton and
select Properties from the pop-up menu. The Wireless Network Connection Properties
dialog box opens (see Figure 7).

INOTE:
The buttons in steps (3) and (4) above may appear slightly different depending on the folder
view option settings in effect. The names of the buttons, however, should be the same.

5. Click the Wireless Networks tab.
6. Check the Use Windows to configure my wireless network settings check box (see
Figure 8).

INOTE:

Depending on the manufacturer of the wireless LAN adapter, the user may not be able to
check the Use Windows to configure my wireless network settings check box. If that occurs,
the settings on the wireless LAN adapter must be adjusted. Consult the Help menu structure,
the documentation provided with the adapter, or contact the manufacturer to determine how
to adjust the configuration settings of the adapter.

7. Click the Add... button in the Preferred networks: section. The Wireless Network
Properties dialog box opens (see Figure 13).
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Wireless network properties

Association | Authentication || Connection

Network pame {SSID): CSLA-UNENCRYPTED|
Wireless network key
This netwark requires a key for the following:
Network Authentication: COpen v

Data encryption: Disabled o

[[] This is & computerto-computer {ad hoc) network; wireless
access points are not used

I oK l[ Cancel ]

Figure 13 - Wireless Network Properties Dialog Box

8. Enter “CSLA-UNENCRYPTED” in the Network name (SSID): text box.
9. Select “Open” from the Network Authentication: drop-down list.

10. Select “Disabled” in the Data encryption: drop-down list.

11. Click the OK button on each open dialog box to close it.

12. Close the Network Connections window.

Connecting Using a CSLA Wireless Connection

After the wireless LAN adapter has been configured, a connection must be established with the
appropriate wireless connection (“CSLA-ENCRYPTED” or “CSLA-UNENCRYPTED?”). The
step-by-step processes detailed in these sections are only performed once. After the first
successful connection is established, Windows automatically re-connects for future connection
attempts.

Connecting Using the CSLA-ENCRYPTED Connection

The “CSLA-ENCRYPTED” wireless connection is the more secure of the two connections
available on campus. Additionally, only users with a properly configured “b/g” type wireless
LAN adapter can connect to the “CSLA-ENCRYPTED” network.

To connect to the “CSLA-ENCRYPTED” wireless connection:

1. Click the Start button on the lower left corner of the desktop. The Start menu
opens.
2. Click the Control Panel menu item. The Control Panel window opens.

button. The Network

3. Click the Network Connections
Connections window opens.

INOTE:
Steps (1), (2), and (3) do not have to be performed if the Network Connections window is
already open.
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4. Click the Wireless Network Connection [ Wireless Network Connection | pytton. The Wireless
Network Connection dialog box opens (see Figure 14).

') Wireless Network Connection |z|

Network Tasks Choose a wireless network
% Refreshnetworklist Click an item in the list below to connect to a wireless network in range or to get mare
information.
< Setup a wireless network iy el D anual e,
for a home or small office ﬁ
Unsecured wireless netiork anlll
Related Tasks ((ﬁ)) CSLA-ENCRYPTED
i) Leamn about wireless * Security-enabled wireless network (WPA) III!!

networking

i Change the order of
preferred networks

o Change advanced
settings

Figure 14 - Wireless Network Connection Dialog Box

") Wireless Network Connection |Z|

Network Tasks Choose a wireless network
ﬁ Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.
<3 Setup awireless network (@) CSLA-UNENCRYPTED anual ¢
for a home or small office ‘i
Unsecured wireless network uilll

Related Tasks ‘CSLA-ENCRYPTED

3 Leam about wircless
networking

want to connect to this network,

¢ Change the order of
preferred networks

ge Change advanced
settings

Figure 15 - CSLA-ENCRYPTED Network Connection Selected

5. Click anywhere inside the “CSLA-ENCRYPTED” area of the dialog box. The area
expands and the background color changes to indicate that it is selected (see Figure 15).

6. Click the Connect button. The Wireless Network Connection progress dialog box opens
(see Figure 16).

7. After a delay of several seconds, the Wireless Network Connection balloon will appear
on the right side of the Task Bar (see Figure 17).

Wireless Network Connection

% G , ~
: i Wireless Network Connection b
Please wait while Windows connects to the 'CSLA-ENCRYPTED' network. Click here to select a certificate or ather credentials for
" connection to the network CSLA-EMCRYFTED

Waiting For the netwaork. .,

— | |
Figure 16 - Wireless Network Connection Progress Figure 17 - Wireless Network Connection Credential

Dialog Box Balloon
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8. Click inside the balloon. The Enter Credentials dialog box opens (see Figure 18).

Enter, Credentials f‘5__<|

User name: | | |

Password: | |

Logon domain: | | 7] Wireless Network Connection
Click here to process your logon information for the netwark
CSLA-EMCRYPTED
[ ok ] [ Caniel ] Y
Figure 19 - Wireless Network Connection Logon
Figure 18 - Enter Credentials Dialog Box Information Balloon

9. Enter the necessary information and click the OK button. After the user information has
been authenticated, a Wireless Network Connection balloon will appear (see Figure 19).

INOTE:
Faculty and staff must enter User name:, Password:, and Logon Domain: in the Enter

Credentials dialog box. Students enter only User name: and Password: and leave the Logon
Domain: text box blank.

10. Click inside the Wireless Network Connection Logon Information balloon. The balloon
will close and the Validate Server Certificate dialog box will open (see Figure 20).

11. Click the OK button. The Wireless Network Connection is now connected balloon opens
(see Figure 21) and the Wireless Network Connection dialog box indicates that the user is
connected to the “CSLA-ENCRYPTED” network (see Figure 22).

12. Close all open dialog boxes and windows.

Validate Server Certificate

The Root Certification Authority For the server's certificate is:
Entrust,net Secure Server Certification Authority

If this is the correct certificate, click OK o connect and wou will not see

this message again, Click CAMCEL to drop connection,

711 Wireless Network Connection is now connected

Connected to: CSLA-ENCRYPTED
Signal Strength: Excellent

I OF l [ Cancel ]
Figure 21 - Wireless Network Connection is Now
Figure 20 - Validate Server Certificate Dialog Box Connected Balloon
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151 Wireless Network Connection rz|

Network Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.
\_’; Set up a wireless network (=) CSLA-ENCRYPTED Connected *
for @ home or small office i
't Security-enabled wireless network (WPA) Ilﬂ!ﬂ

Related Tasks ((i}) CSLA-UNENCRYPTED

1) Learn about wireless Unsecured wireless network “BBH

networking

Change the order of

preferred networks

'%;ﬁ- Change advanced
settings

Figure 22 - Wireless Network Connection Dialog Box

Connecting Using the CSLA-UNENCRYPTED Connection

The “CSLA-UNENCRYPTED” wireless connection is not as secure as the “CSLA-
ENCRYPTED” connection available on campus. Additionally, users with either a properly
configured “b” or “b/g” type wireless LAN adapter can connect to the “CSLA-
UNENCRYPTED” network.

To connect to the “CSLA-UNENCRYPTED” wireless connection:

1. Click the Start button on the lower left corner of the desktop. The Start menu

opens.
2. Click the Control Panel menu item. The Control Panel window opens.

button. The Network

3. Click the Network Connections
Connections window opens.

INOTE:
Steps (1), (2), and (3) do not have to be performed if the Network Connections window is
already open.

4. Click the Wireless Network Connection |7 irsless Network Connection | 1y tton. The Wireless
Network Connection dialog box opens (see Figure 14).

5. Click anywhere inside the “CSLA-UNENCRYPTED?” area of the dialog box. The area
expands and the background color changes to indicate that it is selected (see Figure 23).

6. Click the Connect button. The Wireless Network Connection message box opens warning
the user that the connection is unsecured (see Figure 24).

7. Click the Connect Anyway button. The message box closes and after a delay of several
seconds, the Wireless Network Connection dialog box will indicate that the computer is
connected (see Figure 25).
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151 Wireless Network Connection X

Betwork Tackl Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.
;’E Set up a wireless network (=) CSLA-ENCRYPTED Manual *
for @ home or small office i
*l) Security-enabled wireless network (WPA) “Ill

CSLA-UNENCRYPTED

Related Tasks

i) Learn about wireless
networking

Change the order of
preferred networks

% Change advanced
settings

Figure 23 - Wireless Network Connection Dialog Box

Information sent over this network is not encrypted and might be visible to
other people.

': You are connecting to the unsecured netwark "CSLA-UNENCRYPTED",

[gonnect Anyway ] L Cancel J

Figure 24 - Wireless Network Connection Message Box

151 Wireless Network Connection |§|

—— Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.

;’2 Set up a wireless network (=)} CSLA-UNENCRYPTED Connected *

for & home or small office i :
Unsecured wireless network lllll
— ((i» CSLA-ENCRYPTED Manual ¢
|1 Learn about wireless ' Security-enabled wireless netwark (WPA) lllll

networking

Change the order of

preferred networks

"w Change advanced
settings

'n]
g

Figure 25 - Wireless Network Connection Dialog Box With Connection Established
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Logging onto the System

After a user has configured the wireless LAN adapter and established a working connection, the
Internet browser can be launched and the user will have Internet access the same as if the
computer were connected using a wire and a data jack.. A log in page (see Figure 26) will open
in the browser. Follow the instructions on the log in page to obtain full access to the Internet.

2l Portal Login - Microsoft Internet Explorer

File Edit View Favortes Tools Help

Q= - © ¥ [& o /IISEan:h Favorites (%) -l @ - i 3
Adress | hitps:fsec s, html
e,
California State University, Los Angeles 2
5151 State University Drive = Los Angeles + CA 90032 + (323)343-3000 4

g Wireless Login Page
USERNAME
Faculty & Staff: Please use
PASSWORD domain\username (i.e. NIS\jsmith or
CSLA\jsmith)

Students: Please use your NIS account
username and password

Logging in as a registerad

ser indicates you have

e arlacea i the « click here if you don't have an NIS
Acceptable Use Policy. acccount

Figure 26 — Log In Screen After Successful Host Integrity Check

Access Points on Campus

There are currently ten access points installed on campus that provide students, faculty, and staff
with wireless connection availability. Figure 27 is a map of the current coverage area. The ten
access points are:

Administration building quad

Golden Eagle Food Court (both inside and outside dining areas)
Library North second floor

Library North A level

Library Palmer Wing lobby

King Hall (Dolcini’s)

King Hall quad

Salazar Hall quad

Student Affairs building

Student Housing Game Room
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Figure 27 - Available Access Points

More access points will likely be added on the campus in the future. To view the most recent list
of access points, please visit http://www.calstatela.edu/its/wireless/coverage.html.
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