Cal

State / \
M CALIFORNIA STATE UNIVERSITY, LOS ANGELES ITS
—— INFORMATION TECHNOLOGY SERVICES \

Installing the VPN Client on Windows Vista

Winter 2011, Version 1.0

Table of Contents

] 4ol U 1ox £ o] o OSSP PPV PSSR 2
Downloading the VPN ClIENT..........coiiiiiee e sneenne s 2
INStAlliNG the VPN CHIENT ..ottt nae e e 5
USING The VPN CHENT ...ttt te et e esraenteeneesneene s 9

For additional handouts, visit http://www.calstatela.edu/handouts.
For video tutorials, visit http://www.youtube.com/mycsula.



http://www.calstatela.edu/handouts�
http://www.youtube.com/mycsula�

Introduction

A virtual private network (VPN) is a computer network that uses a public telecommunication
infrastructure such as the Internet to provide remote users with secure access to their
organization's network. Faculty and staff can access the CSULA network by installing the Cisco
VPN Client on their home or off-site computer. This handout provides instructions on how to
download and install the VPN Client on Windows Vista (32-bit), as well as how to connect to the
CSULA network via VPN.

If you have any questions or need assistance with installing or using the VPN Client, please
contact the ITS Help Desk at (323) 343-6170 or at helpdesk@calstatela.edu.

Downloading the VPN Client

The installation files for the VPN Client can be downloaded from the VPN Client website
(http://www.calstatela.edu/its/techsupport/vpn/).

To download the VPN Client:
1. Launch a web browser and go to the VPN Client for Windows web page
(http://www.calstatela.edu/its/techsupport/vpn/windows.php).
2. Click the VPN Client for Windows Vista (32-bit ONLY) link under the Software for
Faculty or Software for Staff heading. An authentication dialog box opens (see Figure
1).

T | |

Connect to webdb.calstatela.edu

=

A

Connecting to webdb. calstatela.edu.

User name:

Password:

ﬁ domain'username

[] Remember my password

[ oK ][ Cancel ]

Figure 1 — Authentication Dialog Box

3. Inthe User name field, type your domain followed by a backslash (i.e., nis\ or csla\) and
your NIS or CSLA user name.

In the Password field, type your password.

Click the OK button. The File Download Security Warning dialog box opens (see
Figure 2).
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File Download - Security Warning ﬁ

Do you want to run or save this file?

@ Mame: cisco-vpnS-for-faculty-vista,exe
Type: Application, 10.2MB
From: webdb.calstatela.edu

Fun ] [ Save ] [ Cancel ]

l--'“ While files from the Intemet can be useful, this file type can
\ﬂj potentially ham your computer. f you dao not trust the source, do not
= run or save thig software. What's the risk? L

Figure 2 — File Download Security Warning Dialog Box

6. Click the Save button. The Save As dialog box opens (see Figure 3).

( Save As ﬁ1

— —_
UU |- Desktop » v|¢f||555m’? o

File name:  cisco-vpnS-for-faculty-vista.exe -
Save as type: [Application v]
* Browse Folders [ Sayve J [ Cancel ]

Figure 3 — Save As Dialog Box

7. Specify a location to save the file, and then click the Save button. The Download
complete dialog box opens (see Figure 4).
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Download complete =RR=
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Download Complete

LvpnS-for-faculty-vista.exe from webdb, calstatela.edu

Downloaded: 10.2ME in 4 sec

Download to: ChlUsersh. . cisco-vpnSforfaculty-vista exe
Transfer rate: 256MB/Sec

[7] Close this dislog box when download completes

Run ] [Open Folder ] [ Close J

i|  SmartScreen Fiter checked this download and did not report any
— threats. Report an unsafe download.

Figure 4 — Download Complete Dialog Box
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8. Click the Run button. The Internet Explorer Security Warning dialog box opens (see
Figure 5).

P

Internet Explorer - Security Warning @

The publisher could not be verified. Are you sure you want to run this
software?

Mame: dsco-vpn5s-for-faculty-vista.exe

Publisher: Unknown Publisher

Run ] [ Don't Run

i T This file does not have a valid digital signature that verifies its publisher. You
,@; should only run software from publishers you trust, How can I decide what
= goftware to run?

Figure 5 — Internet Explorer Security Warning Dialog Box

9. Click the Run button. The WinZip Self-Extractor opens (see Figure 6).

WinZip Self-Extractor - cisco-vpn5-for-faculty-vista[1].... @

To unzip all files in this seff-extractor file to the

gpecified folder press the Unzip button.
IUnzip to folder:
o Mempivpn Browse... ] [ Close ]

Owverwrite files withowut prompting

i

ot

Help

Figure 6 — WinZip Self-Extractor

10. Click the Browse button, specify a location to extract the files, and then click the Unzip
button. A confirmation dialog box opens indicating the number of files extracted (see
Figure 7).

WinZip Self-Extractor [

13 file(s) unzipped successfully

Figure 7 — Confirmation Dialog Box

11. Click the OK button to close the confirmation dialog box.
12. Click the Close button to close the WinZip Self-Extractor.
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Installing the VPN Client

Before installing the VPN Client, verify that the computer meets the minimum system
requirements specified on the VPN Client for Windows web page
(http://www.calstatela.edu/its/techsupport/vpn/windows.php).

To install the VPN Client:
1. Locate and open the folder that contains the extracted VPN Client installation files (see

Figure 8).
' (=[O b
@Qv| % Local Disk (C:) » Temp » vpn - | +y | | Search o |

File Edit View Tools Help

By Organize ~ 3= Views ~ (@ Burn

Exconte Links Date modified Type Size
- CSULA-Faculty.pcf
[ Documents PCF File Delaylnst.exe
E Pictures 684 bytes
@ Music instrmsi.exe
s | installservice.exe Installer for the Windows Ins...
¥ Microsoft Corporation
Folders i instmsiw, exe . sig.dat
48 Computer (HELPDE! » =£ 1 Installer for the Windows Ins... DAT File
E & Local Disk (C) | ¥ Microsoft Corporation 1.04 KB
| Config.Msi e vpnclient_fc.mst vpnclient_jp.mst
5 dr MST File MST File
i 50.0 KB 50.5 KB
i Ju HP_P2055_defau

Intel o " . vpnclient_setup.ini
S, o | vpnclient_setup.exe gee Configuration Settings
. MS0OCache . | g - (:§ 1.07 KB
7 b

v 1y Program Files vpnclient_setup.msi vpnclient_setup.pdf
i 1. ProgramData | Windows Installer Package Adobe Acrobat Docurnent
4 | Temp 8.21 MB e 040 bytes
W vpn i, vpnclient_setup.sms
. Tmp 5MS File
819 bytes
[+ Jd Users - N
, 13 items

Figure 8 — Folder Containing Extracted Files

2. Double-click the vpnclient_setup.exe file to begin the installation process. The User
Account Control dialog box opens (see Figure 9).
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User Account Control (3]

: @ An unidentified program wants access to your computer

Den't run the program unless you know where it's from or you've used it
before.,

@ wpnclient_setup.exe
Unidentified Publisher

2 Cancel

I don't know where this program is frem or what it's for,

< Allow

I trust this program. I know where it's from or I've used it before.

() Details

User Account Control helps stop unauthorized changes to your computer.

Figure 9 — User Account Control Dialog Box

3. Click the Allow button. The Cisco Systems VPN Client Installation Wizard opens (see
Figure 10).

4 Cisco Systems VPN Client 5.0.02.0090 Setup E=EE

Welcome to the Cisco Systems
VPN Client 5.0.02.0090
Installation Wizard

[t iz gtrongly recommended that you exit all Windows programs
befare running thiz zetup program.

Click Cancel to quit the setup program, then cloze any programs
wou have running.  Click Mesxt to continue the installation,

WARMIMG: This pragram iz protected by copyright law and
international treaties.

[Inautharized repraduction ar distribution of this pragram, or ang
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maxinmum extent pozsible under law.

< Back M et > I [ Cancel

Figure 10 — Cisco Systems VPN Client Installation Wizard

4. Click the Next button. The software license agreement displays (see Figure 11).
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1’{‘;‘ Cisco Systems VPN Client 5.0.02.0090 Setup

E=E™)
Licensge Agreement o
k -
™

You muzt agree with the license agreement below to proceed,

Client Software License Agreement of Cisco Systems -

THE SOFTWARE TO WHICH vOU ARE REQUESTING ACCESS IS THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE 15
GOVERNED BY THE TEBMS AND CONDITIONS OF THE GREEMENT

SET FORTH BELOW. BY CLICKING "YES' ON THIS SCEREEN, YOU
INDICATE THAT Y0U AGHEE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON '“YES".

IF %'0U DO NOT AGHREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" ON THIS SCREEN, IN WHICH CASE YOU

YWILL BE DENIED ACCESS TO THE SOFTWARE. -

@) | accept the license agreement
| do not accept the licenze agreement

R ezet | | < Back |[ M et = ] | Cancel

Figure 11 — License Agreement Page

5. Read the license agreement, select the | accept the license agreement option, and then
click the Next button. The folder where the application will be installed displays (see

Figure 12).
( 1’{‘;‘ Cisco Systems VPN Client 5.0.02.0090 Setup |5|_|£_?—J‘
Destination Folder
Select a folder where the application will be installed. E

The “Wize [nstallation Wizard will install the files for Cizco Spztems WPM Client
5.0.02.0090 in the following folder.

Toinstall into a different folder, click the Browse button, and select anather folder.
Y'ou can chooze not to install Cizco Systems WPH Clent 5.0.02.0090 by clhcking Cancel
b it the Wize [nstallation 'wfizard.

Destination Falder

C:AProgram FileshCizco SpstemnshPH Clienth Browsze

< Back |[ M et = ] | Cancel

Figure 12 — Destination Folder Page
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6. Click the Next button. The application is ready to be installed (see Figure 13).

) Cisco Systems VPN Client 5.0.02.0090 Setup ESIEE 5
Ready to Install the Application o
Click Mest to beqin inztallation. g
B S

Click. the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

< Back ]l MHext = I [ Cancel

Figure 13 — Ready to Install the Application Page

7. Click the Next button. Once the VPN Client is successfully installed, a confirmation
message displays (see Figure 14).

) Cisco Systems VPN Client 5.0.02.0090 Setup E=EE

Cisco Systems VPN Client
5.0.02.0090 has been
successfully installed.

Click the Finizh button to exit this installation.

< Back |l Firnizh I | Cancel |

Figure 14 — Installation Confirmation Page
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8. Click the Finish button to close the Cisco Systems VPN Client Installation Wizard.
The Installer Information dialog box opens (see Figure 15).

i . bt
ﬁ‘;‘ Installer Information &J

ko Cigoo Syztems VPN Client 5.0.02.0090 ta take effect. Click

@ “Y'ou st restart pour system for the configuration changes made
=" Yexz to reztart how or Mo if you plan to restart manually laker.

Figure 15 — Installer Information Dialog Box

9. To complete the installation process, click the Yes button to restart your computer.

Using the VPN Client

In order to access the CSULA network from off campus, users must first establish a connection
using the VPN Client.

To connect using the VPN Client:
1. Click the Start button, click All Programs, click Cisco Systems VPN Client, and select

VPN Client (see Figure 16). The VPN Client opens (see Figure 17).

J Cisco Systerns VPN Client
S Help
421 Set MTU
& VPN Client
Figure 16 — Start Menu
& status: Disconnected | VPN Client - Version 5.0.02.0090 = | B S
Connection Entries  Status  Certificates Log Options Help
! = ;
25 E5) ol
Connect Mew Import Maodify Delete CISCO
Connection Entries l Cenfficates l Log l
| Connection Ertry | Host | Transport
CSULA-Faculty 130.182.11.243 IPSec/UDP
‘ o
Mot connected.

Figure 17 — VPN Client
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2. Click the Connect button on the toolbar. The VPN Client User Authentication dialog
box opens (see Figure 18).

& VPN Client | User Authentication for "CSULA-Faculty” S5

Enter Usemame and Password.

il Ussmame: |u:|n:nmain"-usemame
CISCo |W

Password:

oK — |

Figure 18 — VPN Client User Authentication Dialog Box

3. Inthe Username field, type your domain followed by a backslash (i.e., nis\ or csla\) and

your NIS or CSLA user name.

In the Password field, type your password.

Click the OK button. When the connection is established, a locked padlock icon &

appears in the notification area located at the far right of the taskbar.

6. To disconnect, right-click the padlock icon in the notification area and select Disconnect
from the shortcut menu (see Figure 19).

o &

WPM Client...
Statistics...
Log Window...
Motifications...

About VPN Client...

Figure 19 — Shortcut Menu
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