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LEARNING OBJECTIVES
After studying this chapter, you will be able to:

© Discuss the characteristics and attributes of
mobile computing and m-commerce.

@ Describe the drivers of mobile computing.

©® Understand the technologies that support mobile
computing.

O Describe wireless standards and transmission
networks.

@ Discuss m-commerce applications in financial
and other services, advertising, and providing of
content.

0O Describe the applications of m-commerce within
organizations.

@ Understand B2B and supply chain applications
of m-commerce.

@ Describe consumer and personal applications of
m-commerce.

© Describe some non-Internet m-commerce
applications.

(@ Describe location-based commerce (I-commerce).

@ Discuss the key characteristics and current uses
of pervasive computing.

@ Describe the major inhibitors and barriers of
mobile computing and m-commerce.
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NEXTBUS: A SUPERB CUSTOMER SERVICE

W) THE PROBLEM

Buses in certain parts of San Francisco have difficulty keeping up with the posted
schedule, especially in rush hours. Generally, buses are scheduled to arrive every
20 minutes, but at times, passengers may have to wait 30 to 40 minutes. The
schedules become meaningless, and passengers are unhappy because they waste
time.

Sed» WP THE SOLUTION

"-t, - OZ San Francisco bus riders carrying an Internet-enabled wireless device, such as a
cell phone or PDA, can quickly find out when a bus is likely to arrive at a par-
ticular bus stop. The system tracks public transportation buses in real time.
Knowing where each bus is and factoring in traffic patterns and weather reports,
NextBus (nextbus.com) dynamically calculates the estimated arrival time of the
bus to each bus stop on the route. The arrival times are also displayed on the
Internet and on a public screen at each bus stop.

The NextBus system has been used successfully in several other cities around
the United States, in Finland, and in several other countries. Figure 5.1 shows how
the NextBus system works. The core of the NextBus system is a GPS satellite that
can tell the NextBus information center where a bus is at any given time. Based on
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FIGURE 5.1 NextBus operational model. (Source: NextBus.com/corporate/works/index.htm, 2002. Used with
permission of NextBus Information Systems.)
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a bus’s location, the scheduled arrival time at each stop can be calculated in real
time. Users can access the information from their cell phones or PCs, any time, any-
where. NextBus schedules are also posted in real time on passenger’s shelters at bus
stops and public displays.

Currently, NextBus is an ad-free customer service, but in the near future ad-
vertising may be added. As the system knows exactly where you are when you
request information and how much time you have until your next bus, it could
send you to the nearest Starbucks for a cup of coffee, giving you an electronic
discount coupon for a cup of coffee as you wait.

\wm) THE RESULTS

Passengers in San Francisco are happy with the NextBus system; worries about
missing the bus are diminished. A similar system is used in rural areas in Finland,
where buses are infrequent and winters are very cold; passengers can stay in a
warm coffeehouse not far from the bus stop rather than waiting in the cold for a
bus that may be an hour late. Also, using the system, a bus company can do bet-
ter scheduling, arrange more quickly for extra buses when needed, and improve
its operations.

Sources: Compiled from ITS America 2001; Murphy (1999); and nextbus.com (accessed June 2004).

b LESSONS LEARNED FROM THIS CASE

This opening vignette is an example of location-based e-commerce, which is an
application of mobile commerce, in which EC services are provided to customers
located at specific places at the time they need services. This capability, which is
not available in regular EC, may change many things in our lives. The vignette
also exemplifies pervasive computing, in which services are seamlessly blended into
the environment without the user being aware of the technology behind the
scenes. This application is also a part of mobile computing, a computing paradigm
designed for workers who travel outside the boundaries of their organizations or
for people on the move.

Mobile computing and commerce are spreading rapidly, replacing or supple-
menting wired computing. Mobile computing involves mostly wireless infra-
structure. Mobile computing may reshape the entire IT field (see Deans, 2004;
Sadeh, 2002; and Mennecke and Strader, 2003). The technologies, applications,
and limitations of mobile computing and mobile commerce are the main focus
of this chapter. Later in the chapter, we will look briefly at futuristic applications
of pervasive computing.

5.1 MoBILE COMPUTING AND COMMERCE:
OVERVIEW, BENEFITS, AND DRIVERS

The Mobile
Computing
Landscape

In the traditional computing environment it was necessary to come to the com-
puter to do some work on it. All computers were connected to each other, to
networks, servers, etc. via wires. This situation limited the use of computers and
created hardship for people and workers on the move. In particular, salespeople,
repair people, service employees, law enforcement agents, and utility workers
can be more effective if they can use information technology while at their jobs
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in the field or in transit. There are also mobile vacationers, people on holiday
who wish to be connected with the Internet from any place, at any time.

The first solution was to make computers small enough so they can be eas-
ily carried around. First, the laptop computer was invented, and later on smaller
and smaller computers, such as the PDAs and other hand-helds, appeared. These
carriable computers are called mobile devices. They have become lighter with
time and more powerful as far as processing speed and storage. At the end of
the day, mobile workers could download (or upload) information from or to a
regular desktop computer in a process known as synchronization. To speed up the
“sync,” special connecting cradles (docking stations) were created (see Minicase 2
at the end of this chapter and the Maybelline Minicase in Chapter 2).

These devices provided the first application of mobile computing, a
computing paradigm designed for workers who travel outside the boundaries of
their organizations or for anyone on the move. Salespeople were able to make
proposals at customers’ offices; a traveler could read and answer all of the day’s
e-mails while on the road. One could work with the mobile device as long as
the battery was working.

For example, Millstone Coffee equipped its 300 drivers with hand-held
devices and mobile applications for use while they are with clients selling
roasted coffee beans to 13,000 stores in the United States. Using the devices the
drivers can track inventory, generate invoices, and capture detailed sales and
marketing data at each store. The system does not use wireless; instead, the
drivers synchronize (“sync”) their hand-helds with the company’s main sys-
tem at the end of the day, a process that takes only 2 minutes. This strategy
has proven to be cheaper for Millstone than going wireless, at least with the
2002 technology (see Cohen, 2002).

The second solution to the need for mobile computing was to replace wires
with wireless communication media. Wireless systems have been in use in radio,
TV, and telephones for a long time, so it was natural to adapt them to the com-
puting environment (for more, see Wired, 2003).

The third solution was a combination of the first two, namely to use mobile
devices in a wireless environment. Referred to as wireless mobile computing,
this combination enables a real-time connection between a mobile device and
other computing environments, such as the Internet or an intranet. This innova-
tion is creating a revolution in the manner in which people use computers. It is
spreading at work and at home. It is also used in education, health care, enter-
tainment, security, and much more. The new computing model is basically lead-
ing to ubiquity—meaning that computing is available anywhere, at any time.
(Note: Since many mobile applications now go wireless, the term mobile comput-
ing today is often used generally to describe wireless mobile computing.)

Due to some current technical limitations, we cannot (yet) do with mobile
computing all the things that we do with regular computing. However, as time
passes we can do more and more. On the other hand, we can do things in mobile
computing that we cannot do in the regular computing environment. A major
boost to mobile computing was provided in 2003 by Intel with its Centrino chip.
This chip, which will be a standard feature in most laptops by 2005 (Estrada,
2002), includes three important capabilities: (1) a connection device to a wireless
local area network, (2) low usage of electricity, enabling users to do more work
on a single battery charge, and (3) a high level of security. The Centrino is
expected to make mobile computing the common computing environment.
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Mobile Commerce

Mobile Computing
Basic Terminology

A second driving development of mobile computing is the introduction of
the third- and fourth-generation wireless environments known as 3G and 4G.
We will describe these later on.

While the impact of mobile computing on our lives will be very significant, a
similar impact is already occurring in the way we conduct business. This impact
is described as mobile commerce (also known as m-commerce and m-business),
which is basically any e-commerce or e-business done in a wireless environment,
especially via the Internet. Like regular EC applications, m-commerce can be
done via the Internet, private communication lines, smart cards, or other infra-
structures (e.g., see Sadeh, 2002; Mennecke and Strader, 2003; Shi, 2004; and
Kalakota and Robinson, 2001).

M-commerce is not merely a variation on existing Internet services; it is a
natural extension of e-business. Mobile devices create an opportunity to deliver
new services to existing customers and to attract new ones. Varshney and Vetter
(2000) classified the applications of m-commerce into 12 categories, as shown
in Table 5.1. (A classification by industry is provided at mobile.commerce.net. Also
see mobiforum.org.)

Many of these applications, as well as some additional ones, will be dis-
cussed in this chapter. According to Sarshar (2003), as much as $1.8 trillion in
consumer transactions could be made from mobile devices by the year 2005.
The Yankee Group forecasted that mobile transactions will exceed $15 billion
in the U.S. alone (TechLive, 2001).

Let’s build a foundation for further discussion by defining some common mobile
computing terms:

® Global positioning system (GPS). A satellite-based tracking system that en-
ables the determination of a GPS device’s location. (See Section 5.8 for more
on GPS.)

TABLE 5.1 Classes of M-Commerce Applications

Class of Applications Examples
1. Mobile financial applications (B2C, B2B) Banking, brokerage, and payments by mobile users
2. Mobile advertising (B2C) Sending user-specific and location-sensitive advertising to
users
3. Mobile inventory management (B2C, B2B) Location tracking of goods, boxes, troops, and people
4. Proactive service management (B2C, B2B) Transmitting to vendors information related to distributing
components
5. Product locating and shopping (B2C, B2B) Locating/ordering certain items from a mobile device
6. Wireless reengineering (B2C, B2B) Improvement of business services
7. Mobile auction or reverse auction (B2C) Services for customers to buy or sell certain items
8. Mobile entertainment services (B2C) Video-on-demand and other services to a mobile user
9. Mobile office (B2C) Working from traffic jams, airports, and conferences
10. Mobile distance education (B2C) Taking a class using streaming audio and video
11. Wireless data center (B2C, B2B) Downloading information by mobile users/vendors
12. Mobile music/music-on-demand (B2C) Downloading and playing music using a mobile device
Source: Varshney and Vetter (2000), pp. 107-109.
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Attributes and
Drivers of Mobile
Computing

® Personal digital assistant (PDA). A small portable computer, such as the
family of Palm hand-helds and the Pocket PC devices from companies like HP.

® Short Messaging Service (SMS). A technology, in existence since 1991,
that allows for the sending of short text messages (up to 160 characters in
2005) on certain cell phones. Data are borne by the radio resources reserved
in cellular networks for locating mobile devices and connecting calls. SMS
messages can be sent or received concurrently, even during a voice or data
call. Used by hundreds of millions of users, SMS is known as the e-mail of
m-commerce.

® Enhanced Messaging Service (EMS). An extension of SMS that is capa-
ble of simple animation, tiny pictures, and short melodies.

® Multimedia Messaging Service (MMS). The next generation of wireless
messaging, this technology will be able to deliver rich media.

® Bluetooth. A chip technology wireless standard designed for temporary,
short-range connection (data and voice) among mobile devices and/or other
devices (see bluetooth.org).

® Wireless Application Protocol (WAP). A technology that offers Internet
browsing from wireless devices (see Section 5.2).

® Smartphones. Internet-enabled cell phones that can support mobile appli-
cations. These “phones with a brain” are becoming standard devices. They
include WAP microprocessors for Internet access and the capabilities of PDAs
as well.

® Wi-Fi (short for Wireless Fidelity). Refers to a standard 802.11b on which
most of the wireless local area networks (WLANSs) run.

® WLAN (Wireless Local Area Network). A broad term for all 802.11 standards.
Basically, it is a wireless version of the Ethernet networking standard. (For
discussion of the Ethernet standard, see Technology Guide 4.)

With these terms in mind, we can now look more deeply at the attributes and
drivers of mobile computing.

Generally speaking, many of the EC applications described in Chapter 4 can be
done in m-commerce. For example, e-shopping, e-banking, and e-stock trading
are gaining popularity in wireless B2C. Auctioning is just beginning to take place
on cell phones, and wireless collaborative commerce in B2B is emerging. How-
ever, there are several new applications that are possible only in the mobile en-
vironment. To understand why this is so, let’'s examine the major attributes of
mobile computing and m-commerce.

SPECIFIC ATTRIBUTES OF MOBILE COMPUTING AND M-COMMERCE. Mobile
computing has two major characteristics that differentiate it from other forms
of computing: mobility and broad reach.

1. Mobility. Mobile computing and m-commerce are based on the fact that
users carry a mobile device everywhere they go. Mobility implies portability.
Therefore, users can initiate a real-time contact with other systems from
wherever they happen to be if they can connect to a wireless network.

2. Broad reach. In mobile computing, people can be reached at any time. Of
course, users can block certain hours or certain messages, but when users
carry an open mobile device, they can be reached instantly.
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These two characteristics break the barriers of geography and time. They
create the following five value-added attributes that drive the development of
m-commerce: ubiquity, convenience, instant connectivity, personalization, and
localization of products and services.

Ubiquity. Ubiquity refers to the attribute of being available at any location at
any given time. A mobile terminal in the form of a smartphone or a PDA offers
ubiquity—that is, it can fulfill the need both for real-time information and for
communication, independent of the user’s location.

Convenience. 1t is very convenient for users to operate in the wireless envi-
ronment. All they need is an Internet-enabled mobile device such as a smartphone.
By using GPRS (General Packet Radio Service, a cell phone standard), it is easier
and faster to access the Web without booting up a PC or placing a call via a modem.
Also, more and more places are equipped with Wi-Fi, enabling users to get online
from portable laptops any time (as was shown in the Dartmouth College case in
Chapter 1). You can even watch an entire movie on a PDA (see pocketpcfilms.com).

Instant Connectivity. Mobile devices enable users to connect easily and
quickly to the Internet, intranets, other mobile devices, and databases. Thus, wire-
less devices could become the preferred way to access information.

Personalization. Personalization refers to the preparation of customized
information for individual consumers. For example, a user who is identified as
someone who likes to travel might be sent travel-related information and adver-
tising. Product personalization is still limited on mobile devices. However, the
emerging need for conducting transactions electronically, combined with avail-
ability of personalized information and transaction feasibility via mobile portals,
will move personalization to new levels, leading ultimately to the mobile device
becoming a major EC tool. The process of personalization is illustrated in Online
File W5.1 and is described by Dogac and Turner (2002).

Localization of Products and Services. Knowing where the user is physically
located at any particular moment is key to offering relevant products and ser-
vices. E-commerce applications based on localization of products and services are
known as location-based e-commerce or Il-commerce. Precise location information is
known when a GPS is attached to a user’s wireless device. For example, you might
use your mobile device to find the nearest ATM or FedEx drop box. In addition,
the GPS will tell others where you are. Localization can be general, such as to
anyone in a certain location (e.g., all shoppers at a shopping mall). Or, even bet-
ter, it can be targeted so that users get messages that depend both on where they
are and what their preferences are, thus combining localization and personaliza-
tion. For instance, if it is known that you like Italian food and you are strolling
in a mall that has an Italian restaurant, you might receive a SMS that tells you that
restaurant’s “special of the day” and gives you a 10 percent discount. GPS may be
a standard feature in many mobile devices by 2007.

DRIVERS OF MOBILE COMPUTING AND M-COMMERCE. In addition to the
value-added attributes just discussed, the development of mobile computing and
m-commerce is driven by the following factors.

Widespread Availability of Mobile Devices. The number of cell phones
throughout the world exceeds 1.3 billion (cellular.co.za/stats/stats-main.htm). It is
estimated that within a few years, about 70 percent of cell phones will have
Internet access. Thus, a potential mass market is available for conducting discov-
ery, communication, collaboration, and m-commerce. Cell phones are spreading
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M-Commerce
Value Chain and
Revenue Models

[

quickly even in developing countries. In 2003, for example, the number of cell
phones in China exceeded 269 million, exceeding the number of fixed line phones
in that country (CellularOnline, 2002). This growth enables developing countries
to leap-frog to m-commerce.

No Need for a PC. Because the Internet can be accessed via smartphone or
other Internet-enabled wireless device, there is no need for a PC to access the
Internet. Even though the cost of a PC that is used primarily for Internet access,
such as the Simputer (a “simple computer”), can be as low as $300 (or even
less), that amount is still a major expense for the vast majority of people in the
world. Furthermore, one needs to learn how to operate a PC, service it, and
replace it every few years to keep it up-to-date. Smartphones and other wireless
devices obviate the need for a PC.

The Handset Culture. Another driver of m-commerce is the widespread use
of cell phones, which is becoming a social phenomenon, especially among the 15-
to-25-year-old age group. These users will constitute a major force of online buy-
ers once they begin to make and spend larger amounts of money. The use of
SMS has been spreading like wildfire in several European and Asian countries. In
the Philippines, for example, SMS is a national phenomenon in the youth mar-
ket. As another example, Japanese send many more messages through mobile
phones than do Americans, who prefer the desktop for e-mail.

Vendors’ Push. Vendors also are pushing m-commerce. Both mobile com-
munication network operators and manufacturers of mobile devices are advertis-
ing the many potential applications of mobile computing and m-commerce so that
they can sell new technologies, products, and services to buyers.

Declining Prices and Increased Functionalities. With the passage of time, the
price of wireless devices is declining, and the per-minute pricing of mobile ser-
vices is expected to decline by 50 to 80 percent before 2006. At the same time,
functionalities are increasing. For ROI studies, see Chapter 13.

Improvement of Bandwidth. To properly conduct m-commerce, it is neces-
sary to have sufficient bandwidth for transmitting text; however, bandwidth is
also required for voice, video, and multimedia. The 3G (third-generation) tech-
nology (described in Section 5.2) provides the necessary bandwidth, at a data
rate of up to 2 Mbps. This enables information to move 35 times faster than
when 56K modems are used. Wi-Fi moves information even faster, at 11 Mbps.
New Wi-Fi standards move information at 54 Mbps.

Like EC, m-commerce is a complex process involving a number of operations
and a number of players (customers, merchants, mobile operators, and the like).
The key elements in the m-commerce value chain (for delivering m-commerce
content and applications to end users) are summarized in Online File W5.2.
Several types of vendors provide value-added services to m-commerce. These
include: mobile portals, advertisers, software vendors, content providers, mobile
portal, mobile network operator and more. (See Sadeh, 2002, p. 34.)

The revenue models of m-commerce are the following: access fees, sub-
scription fees, pay-per-use, advertising, transaction fees, hosting, payment
clearing, and point-of-traffic (Coursaris and Hassanein, 2002).

The capabilities and attributes of mobile computing presented earlier pro-
vide for many applications, as shown in Figure 5.2. These attributes are sup-
ported by infrastructure.
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scape of mobile comput-
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(Source: Drawn by

E. Turban.)
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5.2 MosILE COMPUTING INFRASTRUCTURE

Mobile Computing
Hardware

Mobile computing requires hardware, software, and networks. The major infra-
structure components of mobile computing are described in this section.

Several mobile computing devices are used in m-commerce. The major ones are:

® Cellular (mobile) phones. All major cell phone manufacturers are making

Internet-enabled phones, also known as smartphones. These cell phones are
improving with time, adding more features, larger screens, keyboards, cam-
era, and more. Over 40 percent of the new cell phones have color screens
(Fusco, 2003), for example. An example of an Internet-enabled cell phone
is the Nokia 3510i, which includes Internet access, multimedia messaging
(MMS), support for small Java applications (like games), a calculator, sched-
uler, address book, and more. Note that even phones without screen dis-
plays (regular or cellular phones) can be used to retrieve voice information
from the Web (see tellme.com and the discussion of voice portals later in this
section).

® Attachable keyboard. Transactions can be executed with the regular handset

entry keys, but it is fairly time-consuming to do so. An alternative is to use
a larger cell phone such as the Nokia 9500 that contains a small-scale key-
board. Yet another solution is to plug an attachable keyboard into the cell
phone. (Attachable keyboards are also available for other wireless devices,
such as PDAs.)
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® PDAs. Personal digital assistants (PDAs) with Internet access are now avail-
able from several vendors, and their capabilities are increasing. Using special
software, users can connect these PDAs to the Internet via a wireless mo-
dem. PDAs for corporate users include additional capabilities, such as e-mail
synchronization and exchange of data and backup files with corporate servers.
(Examples of PDAs for corporate users are Jornada, iPAQ from HP, CLIE from
Sony, and MobilePro from NEC.)

® Interactive pagers. Some two-way pagers can be used to conduct limited mo-
bile computing and m-commerce activities on the Internet (mainly sending
and receiving text messages, such as stock market orders).

® Screenphones. A telephone equipped with a color screen, possibly a key-
board, e-mail, and Internet capabilities, is referred to as a screenphone. As
of 2000, wireless screenphones became available.

® E-mail hand-helds. To enhance wireless e-mail capabilities, one can use
devices such as the BlackBerry Hand-held (blackberry.net). This device, which
includes a keypad, is an integrated package, so there is no need to dial into
an Internet provider for access. A variety of services for data communication
enable users to receive and send messages from anywhere. For example, the
law firm of Paul, Hastins, Janofsky, & Walker (with offices in major U.S.
cities) has deployed BlackBerry hand-helds to its 900 lawyers, who can now
receive their e-mail in real time and can enter billing information while on
the road. Furthermore, they can be alerted whenever they have a voice mail
or fax waiting. A third of the company’s lawyers have returned their laptops,
and the company has saved $260,000 each year. New applications are com-
ing with each new version of the hand-helds (for details, see Cohen, 2002).
A product demo is available at blackberry.net.

® Other devices. Many other wireless support devices are on the market. For
example, the Seiko SmartPad (siibusinessproducts.com) allows you to hand-
write from a notepad instantly to a cell phone or PDA screen, overcoming
the small screen size of these devices. Some new cell phones have built-in
cameras; you can take a picture and e-mail it immediately from your mobile
location. Finally there is a wireless mouse, which works up to 15 feet, so it
can be used for presentations. For an overview of devices see Kridel (2003).

There is a significant trend toward the convergence of PDAs and cell phones.
On the one hand, the PDA manufacturers are providing PDAs with cellular or
wireless capabilities. On the other hand, the cellular phone manufacturers and
systems providers are offering phones with PDA capabilities.

In addition to the hardware described above, mobile computing and m-
commerce also require the following infrastructure hardware, most of which the
user does not see or know about, but which is essential for wireless connectivity.

® A suitably configured wireline or wireless WAN modem, wireless LAN adapter,
or wireless MAN (metro-area network) adapter.

® A Web server with wireless support, a WAP gateway, a communications server,
and/or a mobile communications server switch (MCSS). Such a Web server
provides communications functionality that enables the hand-held device to
communicate with the Internet or intranet infrastructure (see mobileinfo.com).

® An application or database server with application logic and a business appli-
cation database.
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Description

Microbrowser

Operating system (OS) for
mobile client

Bluetooth (named for a
Viking king)

User interface

Legacy application software
Application middleware
Wireless middleware

Wireless Application
Protocol (WAP)

Wireless Markup
Language (WML)
Voice XML

A browser with limited bandwidth and memory requirements. Provides wireless
access to the Internet.

An OS for mobile devices. Examples: Palmos, Windows 2001NT, Win CE.
Specialized OSs: BlackBerry and Web browser.

Chip technology for short-range (30 meters in 2003) communication among wire-
less devices. Uses digital two-way radio frequency (RF). It is an almost universal
standard for wireless Personal Area Network (WPAN) for data and voice. See
bluetooth.com.

Application logic for hand-held devices. It is often controlled by the microbrowser.
Residing on the mainframe, it is a major source of data to wireless systems.
Provides connection among applications, databases, and Web-based servers.

Links wireless networks to application servers.

A set of communication protocols that enables wireless devices to “talk” to a
server on a mobile network, so users can access the Internet. Specially designed
for small screen. A competing standard is the J2ME platform that offers better
security and graphics (see wapforum.org).

An XML-based scripting language for creating content for wireless systems.

An extension of XML designed to accommodate voice.

Mobile Computing
Software

Wireless Wide Area
Networks (WWANSs)

® A large enterprise application server.

® A GPS locator that is used to determine the location of the person carrying
the mobile computing device. This is the basis for location-based applica-
tions, as described in Section 5.8.

Developing software for wireless devices is challenging because, as of June 2004,
there is no widely accepted standard for wireless applications. Therefore, soft-
ware applications need to be customized for each type of device with which the
application may communicate. The major software products required for mobile
computing are presented in Table 5.2.

At the core of most mobile computing applications are mobile networks. These
are of two general types: the wide area and the local area. The wide area net-
works for mobile computing are known as wireless wide area networks
(WWAN:Ss). The breadth of coverage of WWANs directly affects the availability
of services (see Intel, 2002). Breadth of coverage depends on the transmission
media and the generation of wireless.

The global communications and cellular phone companies operate most of the
wireless wide area networks. A very simple mobile system is shown in Figure 5.3.
At the edge of the system are the mobile handsets. A mobile handset consists
of two parts—terminal equipment that hosts the applications (e.g., a PDA) and a
mobile terminal (e.g., a cell phone) that connects to the mobile network.

TRANSMISSION MEDIA. Several transmission media can be used for wireless

transmission. These media differ in both capabilities and cost. The major ones
are shown in Technology Guide 4.

o

EQA



c05.gxd 08/25/2004 10:04 PM Page 196 Abhinav-09 Abhinav—09:Desi$£ Folder:PQ1011:

196 ' CHAPTERS5 MOBILE, WIRELESS, AND PERVASIVE COMPUTING

FIGURE 5.3 Mobile
system architecture.

Mobile Communication
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|
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COMMUNICATION GENERATIONS OF WIRELESS WIDE AREA NETWORKS. The
success of mobile computing depends on the capabilities of the WWAN com-
munication systems. Four generations of communications technology are dis-
tinguished:

® 1G. The first generation of wireless technology. It was an analog-based tech-
nology, in effect from 1979 to 1992.

® 2G. The second generation of digital wireless technology. In existence today,
2G is based on digital radio technology and mainly accommodates text.

® 2.5G. An interim technology based on GPRS (General Packet Radio Services)
and EDGE (Enhanced Data Rates for Global Evaluation) that can accommo-
date limited graphics.

® 3G. The third generation of digital wireless technology, which supports rich
media such as video clips. It started in 2001 in Japan, and reached Europe
in 2002 and the United States in 2003. As of 2004, the number of 3G cell
phones in operation was around 180 million (a small percentage of the total
number of cell phones in use today) (Dunne, 2001, and mobiforum.org).

® 4G. The expected next generation after 3G. The arrival of 4G, which will
provide faster display of multimedia, is expected between 2006 and 2010.
Experimental 4Gs were used in Japan as early as 2003.

For details on transmission media, see Sadeh (2002) and Mennecke and Strader
(2003).

COMMUNICATION PROTOCOLS IN WWAN. One of the major problems facing the
mobile communication system providers is how to service extremely large num-
bers of users given limited communication bandwidth. This can be done through
multiplexing protocols (see Technology Guide 4). In today’s mobile world (2004),
there are three main protocols:

1. Frequency Division Multiple Access (FDMA). Used by 1G systems, this
protocol gives each user a different frequency to communicate on.

2. Time Division Multiple Access (TDMA). Used with some of the more
popular 2G systems, this protocol assigns different users different time slots
on a given communications channel (e.g., every 1/8 time slot).
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3. Code Division Multiple Access (CDMA). Used with most 2.5G and 3G
systems, this protocol separates different users by assigning different codes to
the segments of each user’s communications.

In today’s mobile world most of the networks rely on either TDMA or
CDMA. The relationships between these two multiplexing methods and the
major network standards are detailed in Online File W5.3 along with the evo-
lution of these standards from today’s 2G world to tomorrow’s 3G and 4G
world.

For the past few years, wireless local area networks have been making their
way to the wireless forefront. As the name implies, a wireless LAN (WLAN)
is like a wired LAN but without the cables. WLANSs transmit and receive data
over the airwaves but only from short distance.

In a typical configuration, a transmitter with an antenna, called a wireless
access point, connects to a wired LAN from a fixed location or to satellite
dishes that provide an Internet connection. A wireless access point provides
service to a number of users within a small geographical perimeter (up to a cou-
ple hundred feet), known as a “hotspot zone,” or hotspot. Several wireless
access points are needed to support larger numbers of users across a larger
geographical area. End users can access a WLAN with their laptops, desktops,
or PDAs by adding a wireless network card. As of 2004 most PC and laptop
manufacturers incorporate these cards directly in their PCs (as an option). For
how to connect your PC quickly and securely with no wires, see Stafford and
Brandt (2002). Figure 5.4 shows how Wi-Fi works. Null et al. (2004) provide a
step-by-step guide for building Wi-Fi at home or in small-business settings.

WLANSs provide fast and easy Internet or intranet broadband access from
public hotspots like airports, hotels, Internet cafes, and conference centers.
WLANSs are also being used in universities (recall the Dartmouth case in
Chapter 1), offices, and homes, in place of the traditional wired LANs. In this
way users are free to roam across the campus, office, or throughout their
homes (see weca.net).

Most of today’s WLANSs run on a standard known as 802.11b that was devel-
oped by the IEEE (Institute of Electrical and Electronics Engineers). That standard
is also called Wi-Fi (wireless fidelity). WLANs employing this standard have
communication speeds of 11 Mbps. While most wired networks run at 100 Mbps,
11 Mbps is actually sufficient for many applications. Two other new standards,
802.11a and 802.11g, support data transmissions at 54 Mbps. The 802.11g stan-
dard is beginning to show up in commercial products because it is compatible
with the 802.11b standard. While PCs can take advantage of 54 Mbps, today’s
(2004) PDAs cannot, because their expansion (network) cards are limited to the
11 Mbps speed. As of 2004 there is even hardware and software that supports
voice over Wi-Fi (telephony).

The major benefits of Wi-Fi are its lower cost and its ability to provide sim-
ple Internet access. As a matter of fact it is the greatest facilitator of the wireless
Internet (see Anderson, 2003).

WIRELESS PERSONAL AREA NETWORKS (WPANSs). A wireless personal area network
(WPAN) is a kind of WLAN that people have at their home or small offices. With
such a network, one can connect PCs, PDAs, mobile phones, and digital music
players that detect each other and can interact. Also, one can add a digital payment
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Wireless "bridge" transmits Waves, not wires

One radio-equipped access point—itself
wired to the internet—can simultaneously

signals between buildings -
Each access point and

Wi-Fi-enabled device

serve dozens of Wi-Fi-enabled devices. generates and receives
Users can even bypass the access radio waves that carry
point and communicate directly, much data's pattern of ones
as walkie-talkies do. and zeros.
Connection
to Internet
Wired
connection Access
point

Making waves

A Wi-Fi card combines
computer data (1) and
codes for security and
addressing (2). The
combined signal (3) is
sent to a transmitter. An
antenna (4) converts the
signal into radio waves.

bypassed

Wi-Fi card

Transmitter

FIGURE 5.4 How Wi-Fi works. (Source: Perry, 2003, p. 81).

system and personal security technologies. The network maintains constant con-
nectivity among devices, which is useful for users in office settings, including those
who use wearable devices.

ILLUSTRATIVE APPLICATIONS OF WI-FI. The year 2004 was a breakthrough
year for wireless networking in offices, airports, hotels, and campuses around
the United States. Each month brings new examples of businesses that have
added Wi-Fi services for their employees or customers. Several examples are
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presented below. Many more examples of Wi-Fi are included in this chapter and
throughout the book.

® Like a number of airports in the United States, the Minneapolis—St. Paul
International airport is served by Wi-Fi. The Northstar Crossing concession
area, the Northwest Airlines” World Club lounge (started in Japan), the United
Airlines” Red Carpet Club, and many of the main terminal concourses pro-
vide wireless Internet access to anyone with a laptop or hand-held device and
a Wi-Fi network card. iPass is hosting the Internet service. The fee is $7.95
for unlimited daily access. Northwest had 570 hotspots in the United States
(JiWire.com and wifinefnews.com, accessed May 2004).

® Lufthansa offers in-flight Wi-Fi service on its long-haul fleet. The hotspots
on the aircrafts are connected to the Internet via satellites. While a news
channel is free, there is a charge of $25 for use of other channels during the
flight (Bloomberg News, 2003).

® Since 2002, T-Mobile has installed Wi-Fi networks in several thousand
Starbucks stores in the United States. Starbucks has plans to add Wi-Fi to 70
percent of its 6,000 locations worldwide over the next few years. T-Mobile
is also installing Wi-Fi in hundreds of Borders Books & Music stores.
T-Mobile is charging $30 a month for unlimited access, with walk-in cus-
tomers paying $2.99 for the first 15 minutes and 25 cents a minute thereafter.

® McDonald’s piloted a program in April 2003 in which it initially offered
Wi-Fi wireless access in 10 restaurants in New York City (mcdwireless.com).
The company has an access point (hotspot) in each of these restaurants. If
you buy a “value meal” you get one hour of free access. Alternatively, you
can pay $3 an hour (which is significantly cheaper than the $12 an hour
charged by Kinko’s and many others for using regular desktop computers).
McDonald’s will eventually offer the program in thousands of its restaurants
(watch for the window sign on the restaurants, that will combine McDonald’s
arches with a Wi-Fi symbol). With tens of thousands of McDonald’s restau-
rants worldwide, this service can greatly help travelers accessing the Internet.
Furthermore, if you have an Internet access via AOL or other ISPs, you will
get the services free, even without buying the value meal.

® Similarly, Panera Bread Company has added hotspots in many of its restau-
rants in St. Louis, Missouri, where Panera is headquartered. The addition of
hotspots is a marketing tactic aimed at attracting customers.

® Using a wireless ticketing system, Universal Studios in Hollywood is shorten-
ing the waiting lines for tickets at its front gate. The ticket sellers, armed with
Wi-Fi—enabled devices and belt-mounted printers, not only sell tickets but
also provide information. For details, see Scanlon (2003).

® CVS Corp., the largest retail pharmacy in the United States, uses Wi-Fi-based
devices throughout its 4,100 stores. The hand-held computers support a va-
riety of in-store applications, including direct store delivery, price manage-
ment, inventory control, and receiving. Benefits include faster transfer
rates, increasing productivity and performance, reduced cost, and improved
customer service. For details see symbol.com (1998, 2003).

BARRIERS TO COMMERCIAL WI-FI GROWTH. Two factors are standing in the
way of Wi-Fi market growth: cost and security. First, some analysts question why
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A CLOSER LOOK
5.1 WAR CHALKING AND WAR DRIVING

Free Wi-Fi Internet hubs are marked in some places by
symbols on sidewalks and walls to indicate nearby
wireless access. This practice is called war chalking. It was
inspired by the practice of hobos during the Great Depres-
sion who used chalkmarks to indicate which homes were
friendly.

A number of people have also made a hobby or sport
out of war driving. War driving is the act of locating wire-
less local area networks while driving around a city or
elsewhere (see wardriving.com). To war drive, you need a
vehicle, a computer or PDA, a wireless card, and some
kind of an antenna that can be mounted on top of or posi-
tioned inside the car. Because a WLAN may have a range

that extends beyond the building in which it is located,
an outside user may be able to intrude into the network,
obtain a free Internet connection, and possibly gain access
to important data and other resources. The term war driv-
ing was coined by computer security consultant Peter
Shipley and derives from the term war dialing, a tech-
nique in which a hacker programs his or her system to
call hundreds of phone numbers in search of poorly pro-
tected computer dial-ups. The term war dialing in turn
came from the movie WarGames, which features Matthew
Broderick performing the technique.

Source: Compiled from Kellner (2003).

o

Mobile Computing
and M-Commerce
Security Issues

anyone would pay $30 a month, $7.95 a day, or any other fee for Wi-Fi access
when it is readily available in many locations for free. Because it’s relatively inex-
pensive to set up a wireless access point that is connected to the Internet, a num-
ber of businesses offer their customers Wi-Fi access without charging them for
the service. In fact, there is an organization, Freenetworks.org, aimed at sup-
porting the creation of free community wireless network projects around the
globe. In areas like San Francisco, where there is a solid core of high-tech pro-
fessionals, many “gear heads” have set up their own wireless hotspots that give
passersby free Internet connections. This is a part of a new culture known as
war chalking and war driving (see A Closer Look 5.1).

One of the primary aims of people engaged in war driving is to highlight
the lax security of Wi-Fi hotspots. This is the second barrier to widespread
acceptance of Wi-Fi. Using radio waves, Wi-Fi can be interrupted by walls
(resulting in poor quality at times), and it is difficult to protect. Wi-Fi does
have a built-in security system, known as Wireless Encryption Protocol (WEP),
which encrypts the communications between a client machine (laptop or
PDA) and a wireless access point. However, WEP provides weak encryption,
meaning that it is secured against casual hacking as long as the person set-
ting up the network remembers to turn on the encryption. Unfortunately,
many small business owners and homeowners with wireless LANs fail to do
just that. For more on WEP, see Online File W5.4. For more on Wi-Fi secu-
rity, see Judge (2004).

In 2001 a hacker sent an e-mail message to 13 million users of the i-mode wire-
less data service in Japan. The message had the potential to take over the recip-
ient’s phone, causing it to dial Japan’s emergency hotline (1-1-0). NTT Docomo,
which provides the i-mode service, rapidly fixed the problem so no damage was
done. At the beginning of 2002, researchers in Holland discovered a bug in the
operating system used by many Nokia phones that would enable a hacker to
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exploit the system by sending a malformed SMS message capable of crashing
the system. Again, no real damage was done.

Today, most of the Internet-enabled cell phones in operation are incapable
of storing applications and, in turn, incapable of propagating a virus, worm, or
other rogue program from one phone to another. Most of these cell phones also
have their operating systems and other functionalities “burned” right into the
hardware. This makes it difficult for a rogue program to permanently alter the
operation of a cell phone. However, as the capabilities of cellular phones
increase and the functionality of PDAs and cell phones converge, the threat of
attack from malicious code will certainly increase.

Beginning in 2004, there were several attacks made on mobile phones.
These included the first known mobile virus, called Cabir. The virus was devel-
oped in Europe by a global group that creates viruses to demonstrate that no
technology is reliable and safe from viruses (see forbes.com, June 6, 2004).

Just because a mobile device is less susceptible to attack by malicious code
does not mean that m-commerce is more secure than e-commerce in the
wired world. By their very nature mobile devices and mobile transactions pro-
duce some unique security challenges. See Raina and Harsh (2002), and Online
File W5.5.

Because m-commerce transactions eventually end up on a wired Internet,
many of the processes, procedures, and technologies used to secure e-commerce
transactions can also be applied in mobile environments. Of particular
importance is the public key infrastructure (see Chapter 4 Online Files). The secu-
rity approaches that apply directly to mobile devices and networks are presented
in Online File W5.6.

The most natural mode of human communication is voice. When people need
to communicate with each other from a distance, they use the telephone more
frequently than any other communication device. Voice communication can
now also be done on the computer using a microphone and a sound card. As
computers are getting better at recognizing and understanding the human voice,
voice systems are improving, and the number and types of voice technology appli-
cations are growing. (For further discussion of voice recognition, see Kumagai,
2002, and Chapter 11 of this book.)

Voice technologies have various advantages: The most obvious one is porta-
bility; users do not have to go to a stationary computer. The hands- and eyes-
free operations of voice technologies increase the productivity, safety, and
effectiveness of mobile computer users, ranging from forklift drivers to military
pilots. Also, for those users in dirty or moving environments, voice terminals
operate better than keyboards because they are more rugged. Voice technolo-
gies also enable disabled people to tell a computer to perform various tasks.
Another advantage is speed; people can communicate about two-and-a-half
times faster talking than typing. In most circumstances, speaking also results in
fewer data entry errors than does keyboard data entry, assuming a reliable voice
recognition system is used.

Voice and data can work together to create useful applications. For exam-
ple, operators of PBXs (private branch exchanges, which are basically the
command center of intracompany phone systems) are letting callers give sim-
ple computer commands using interactive voice response (e.g., spelling the last
name of the person one is calling).
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VOICE PORTALS. A voice portal is a Web site with an audio interface. Voice
portals are not really Web sites in the normal sense because they are accessed
through a standard phone or a cell telephone. A certain phone number connects
you to a participating Web site where you can request information by speaking.
The system finds the information, translates it into a computer-generated voice
reply, and tells you what you want to know. Several of these new sites are in
operation. An example of this application is the voice-activated 511 traveler infor-
mation line developed by Tellme.com (see Online Minicase W1.2). Tellme.com and
bevocal.com allow callers to request information about weather, local restaurants,
current traffic, and other handy information (see Kumagai, 2002).

In addition to retrieving information, some sites provide true interaction.
iPing.com is a reminder and notification service that allows users to enter infor-
mation via the Web and receive reminder calls. In addition, iPing.com can call
a group of people to notify them of a meeting or conference call.

The real value for Internet marketers is that these voice portals can help
businesses find new customers. Several of these sites are supported by ads; thus,
the customer profile data they have available can deliver targeted advertising
very precisely. For instance, a department-store chain with an existing brand
image can use short audio commercials on these sites to deliver a message
related to the topic of the call.

With the development of technical standards and continuing growth of
wireless technologies, the number of m-commerce applications is growing rap-
idly. Applications are derived from providing wireless access to existing B2C,
intrabusiness, and CRM applications and from creating new location-based and
SMS-based applications. In Sections 5.3 through 5.8 of this chapter, we will
study m-commerce applications in a number of diverse categories.

5.3 MOBILE APPLICATIONS IN FINANCIAL SERVICES
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Mobile Banking

Mobile financial applications include banking, wireless payments and micropay-
ments, wireless wallets, bill payment services, brokerage services, and money
transfers. While many of these services are simply a subset of their wire-line
counterparts, they have the potential to turn a mobile device into a business tool,
replacing banks, ATMs, and credit cards by letting a user conduct financial trans-
actions with a mobile device, any time and from anywhere. In this section we
will look at some of the most popular mobile applications in financial services.

Throughout Europe, the United States, and Asia, an increasing percentage of
banks offer mobile access to financial and account information. For instance,
Merita Bank in Sweden pioneered many services (Sadeh, 2002), and Citibank
in the U.S. has a diversified mobile banking service. Consumers in such banks
can use their mobile handsets to access account balances, pay bills, and trans-
fer funds using SMS. The Royal Bank of Scotland, for example, uses a mobile
payment service (Lipset, 2002), and Banamex, one of Mexico’s largest banks, is
a strong provider of wireless services to customers. Many banks in Japan allow
for all banking transactions to be done via cell phone. A study of banks in
Germany, Switzerland, and Austria found that over 60 percent offered some
form of mobile financial services (Hornberger and Kehlenbeck, 2002).
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To date, though, the uptake of mobile banking has been minimal. Yet sur-
veys indicate there is strong latent demand for these offerings; customers seem
to be waiting for the technology and transmission speeds to improve. The same
picture holds true for other mobile financial applications like mobile brokering,
insurance, and stock market trades.

Wireless payment systems transform mobile phones into secure, self-contained
purchasing tools capable of instantly authorizing payments over the cellular net-
work. In Italy, for example, DPS-Promatic has designed and installed the first park-
ing meter payable by mobile telephone (DPS-Promatic, 2002). In the United States,
Cellbucks offers a mobile payment service to participating sports stadiums that
enables fan to purchase food, beverages, and merchandise by cell phone and have
it delivered to their seats. Any fan who is a member of the Cellbucks Network can
dial a toll-free number provided on a menu of choices, enter his or her pass code
and seat location, then select numbered items that correspond to desired menu
selections. Once authorized, the purchase is passed on to stadium personnel and
is in turn delivered to the fan’s seat. An e-mail detailing the transaction is sent to
the fan as further confirmation of the order. In Europe and Japan buying tickets
to movies and other events are popular (Sadeh, 2002).

If you were in Frankfurt, Germany, and took a taxi ride, you could pay the taxi
driver using your cell phone. As discussed in Chapter 4, electronic payments for
small-purchase amounts (generally less than $10) are called micropayments.
The demand for wireless micropayments systems is fairly high. An A.T. Kearney
study (clickz.com/stats, 2002) found that more than 40 percent of mobile phone
users surveyed would like to use their mobile phone for small cash transactions
such as transit fares or vending machines. The desire for such service was highest
in Japan (50 percent) and lowest in the United States (38 percent). The per-
centage of mobile phone users who had actually used their phones for this pur-
pose was only 2 percent, reflecting the fact that very few vendors participate in
micropayments systems.

An Israeli firm, TeleVend, Inc. (televend.com), has pioneered a secure plat-
form that allows subscribers to make payments using mobile phones of any type
on any cellular infrastructure. A customer places a mobile phone call to a num-
ber stipulated by the merchant, to authorize a vending device to dispense the
service. Connecting to a TeleVend server, the user selects the appropriate trans-
action option to authorize payment. Billing can be made to the customer’s bank
or credit card account or to the mobile phone bill.

Micropayment technology has wide-ranging applications, such as making
payments to parking garages, restaurants, grocery stores, and public transporta-
tion. The success of micropayment applications, however, ultimately depends on
the costs of the transactions. Transaction costs will be small only if there is a
large volume of transactions.

An e-wallet (see Chapter 4) is a piece of software that stores an online shopper’s
credit card numbers and other personal information so that the shopper does
not have to reenter that information for every online purchase. In the recent
past, companies like SNAZ offered mobile wallet (m-wallet, also known as
wireless wallet) technologies that enabled cardholders to make purchases with
a single click from their mobile devices. While most of these companies are now
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