Exercise Answers for Web-Based Application Development
Chapter 14
1. Which is not a characteristic of components of a distributed application system?
b. is not

2. Which is the correct role of distributed application middleware?

d. to mediate interactions between distributed application system components 


3. Create a UML sequence diagram showing the interaction between a client, stub, skeleton, and server during a CORBA-based interaction.
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4. Match each web services protocol element on the left with its correct description on the right.

a. 4

b. 5

c. 1

d. 3

5. Which of the following statements are true about loosely-coupled component designs?

a. True

c. True

d. True

6. How is the centralized peer-to-peer architectural style different from client-server?

In a peer-to-peer architecture, each node can act as either server or client. When a node requires a resource, it acts as a client and sends the request to the central server, which forwards the request to the appropriate node. When a node receives a request from the central server, it acts as a server and issues a response.


7. Make a list of the tasks that both distributed computing middleware (e.g. CORBA) and grid computing middleware (e.g. Globus) have in common, and a list of tasks for each that are unique.

	Common
	Different

	· Common data typing

· Security

· Error handling

· Fault tolerance

· Load balancing
	· Remote method invocation (dist.)

· Load mapping (grid)

· Managing assets (grid)

· Accounting (grid)

· Running jobs (grid)


8. Consider each of the vulnerabilities discussed in Section 10.1 within the context of a distributed web application. Explain why each would or would not be more of a risk within a distributed system than within a stand-alone application.

a. Buffer overflow – no difference

b. Cross-site scripting – no difference

c. Denial of service – a distributed system would present more targets for DOS attacks

d. Insider misuse – protection from insider misuse is complicated because there are more locations to be protected

e. Password guessing – no difference

f. Sniffing – more of the intra-system interactions will be present on the network, so there is more of a risk of sniffing

g. Spoofing – no difference, since the user interface is isolated on the network

h. SQL injection – no difference

9. What unique vulnerabilities is a server exposed to by joining a peer-to-peer network? What special precautions should be taken to reduce risks?

Trust is difficult to achieve in a dynamic peer-to-peer network, since peers come and go and therefore so do relationships. Without the ability to certify and authenticate peers, the possibility for spoofing and propagation of malware exist.

10. Describe the changes that would be required in order to convert an ordinary web application that servers users directly into a Web Service that provides services to other web systems.

· A web service interface would be developed that would handle WS transactions via SOAP messages.

· A web service definition would be written (in WSDL) and published with a service broker, which would enable clients to locate the service.

