Exercise Answers for Web-Based Application Development
Chapter 10
1.
Threat:  Attacker gains root control of system
Possible methods: Buffer overflow attack

Objectives: Gain root authority, enabling attacker to run arbitrary commands

Attacker (goal, experience, resources): Attacker is a professional criminal, seeking to gain financially from theft of tickets or to cause financial harm to company. Attacker may have access to a botnet, and information about recently discovered vulnerabilities.
Likely harm: Attacker steals tickets, causing financial loss to the system, or attacker compromises the system, causing down-time and ultimate loss of business.
Threat: Attacker gains control of session belonging to other users

Possible methods: Cross-Site Scripting

Objectives: Gain access to session cookies of another active user in order to steal tickets

Attacker (goal, experience, resources): Attacker is a script kiddie or amateur hacker, with some experience in this attack. Attacker may have access to online instructions for this type of attack.

Likely harm: Attacker steals the session of another user and places fraudulent order for tickets. The victim is improperly charged for tickets; a refund may be required.

[NOTE: This is the beginning of a threat model. Judgment, experience, and educated guessing are required in order to complete it.]

2
[NOTE: The doPost method has been modified slightly, besides the required enhancements, and put into the context of a servlet.]
package servlet;

import java.io.*;

import java.sql.*;

import java.util.regex.*;

import javax.servlet.*;

import javax.servlet.http.*;

public class LoginHandler extends HttpServlet {

  private String dbUrl = "jdbc:mysql://localhost/ch8",

      dbUserId = "tester", dbPassword = "abc123",

      driverClassName = "com.mysql.jdbc.Driver";

  private String loginPageURL = "/login.jsp", mainMenuURL = "/";

  public void doPost(HttpServletRequest request,

      HttpServletResponse response) throws IOException,

      ServletException {

    boolean credentialMatch = false;

    String userid = request.getParameter("userid");

    String password = request.getParameter("password");

    if (!valid(userid) || !valid(password)) {

      setMessage(request, "Invalid characters in userid or password");

      forwardTo(request, response, loginPageURL);

      return;

    }

    String query = "SELECT * FROM users WHERE userid='" + userid

        + "' AND password='" + password + "'";

    try {

      Class.forName(driverClassName);

    } catch (ClassNotFoundException e) {

      e.printStackTrace();

    }

    try {

      Connection con = DriverManager.getConnection(dbUrl, dbUserId,

          dbPassword);

      Statement st = con.createStatement();

      ResultSet rs = st.executeQuery(query);

      credentialMatch = rs.next();

    } catch (SQLException s) {

      s.printStackTrace();

    }

    if (credentialMatch) {

      setMessage(request, "Login successful");

      forwardTo(request, response, mainMenuURL);

      return;

    } else {

      setMessage(request, "Invalid login credentials");

      forwardTo(request, response, loginPageURL);

      return;

    }

  }

  private void forwardTo(HttpServletRequest request,

      HttpServletResponse response, String nextUrl)

      throws IOException, ServletException {

    getServletContext().getRequestDispatcher(nextUrl).forward(

        request, response);

  }

  private void setMessage(HttpServletRequest request, String message) {

    request.getSession(true).setAttribute("message", message);

  }

  private boolean valid(String credential) {

    return Pattern.matches("[a-zA-Z0-9!@#$%^&*]*", credential);

  }

}

3.  [NOTE: Various answers are possible. Examples follow]
a. I would write a program to send login requests to the system using userids and passwords drawn from the range of allowable values for those fields. If the system responds with different error messages for invalid user-id (as opposed to invalid password) or if it confirms valid user-id's with its "forgot password" help function, I would first find a valid user-id, and then select passwords at random. I would use a public computer or public wireless network to avoid detection.

b. I would try logging in with user-id="xxx" and password=" x' OR '1' = '1 ".

c. I would look on hacking sites for known buffer overflow attacks and corresponding scripts, and try each one. 

d. I would set up a website with a name that is very close to a legitimate website name, for example "www.adme.com" instead of "www.acme.com", and then put up a login screen that is a duplicate of the login screen used by the legitimate site. When users come to my site by mistake, it would accept their login credentials, and then use them to login to the legitimate site. From then on, my website would act as a proxy for the user, and would store whatever sensitive information became available.

4. a. FALSE
    b. TRUE

    c. FALSE

    d. FALSE

    e. FALSE

5. a. Hello: determine which version of TLS to use

    b. Certificate Exchange: mutual or one-way (server to client) authentication

    c. Key Exchange: negotiate a shared secret encryption key for the remainder of the TLS session

6. a. YES – since a password is being transmitted

    b. NO – since only public information is transmitted

    c. NO – since no sensitive information is being transmitted

    d. YES – since payment information is being exchanged

    e. NO – since this is public information

7. a. TRUE

    b. FALSE

    c. FALSE

    d. TRUE

8. JSP source code is generally not shown to users. However, if the JSP contains an error, and no error page is available, the JSP source code could be shown to the user as a diagnostic tool. With proper design, this should not happen, but the situation might arise due to errors in coding or deployment, especially during maintenance. Therefore, sensitive information should never be stored in a JSP.

9. Buffer Overflow Attack: The MODEL should check the size of all transaction values against maximums before executing transactions.
    Cross-Site Scripting: The CONTROLLER should strip out all delimiters from parameters, or the MODEL should check to make sure that parameters do not contain delimiters
    Denial of Service: This attack is handled through network architecture design and network administration
    Insider Misuse: The entire system should include transactions to authenticate insiders and handle legitimate transactions from insiders.
    Password Guessing: The MODEL should include a delay or timeout when repeated failed login attempts are detected.
    Sniffing: The VIEW should incorporate TLS where appropriate.
    Spoofing: The MODEL might include a challenge-response test.
    SQL Injection: The CONTROLLER should limit input strings to valid characters only, excluding SQL delimiters.
10. 

---- xss.html ----

<html>

<head><title>XSS Attack</title></head>

<body>

<h1>XSS Example</h1>

<div id="div1"></div>

</body>

<script>

 var p = '<p><a href="showrequest?cookie=' + document.cookie

   + '">Click Here!</p>'

 document.getElementById('div1').innerHTML = p

</script>

</html>

---- ShowRequest.java ----

package servlet;

import java.io.*;

import javax.servlet.*;

import javax.servlet.http.*;

public class ShowRequest extends HttpServlet {

  public void service(HttpServletRequest request, HttpServletResponse response)

    throws IOException, ServletException {

    String cookie = request.getParameter("cookie");

    if (cookie == null || cookie.length() == 0) {

      request.getSession(true);  // create a session

    }

    PrintWriter out = response.getWriter();

    response.setContentType("text/html");

    out.println(

      "<html><head><title>XSS cookie contents</title></head><body>" +

      "<p>Cookie Contents: " + cookie + "</p>" + 

      "<p><a href=\"xss.html\">Return to xss.html</a></p>" +

      "</body></html>" );

    out.close();

  }

}

11. Most web applications authenticate users, and do not need to authenticate clients. User authentication alone is generally considered adequate for protecting the user and the application. Client authentication is also expensive, since it requires the client administrator to purchase and install a certificate, obtained from a certificate authority. 

In cases where security requirements are higher than usual, client authentication may be required as well. This limits access to the application to only users having access to authenticated clients. This level of security is appropriate to applications that are not intended to be accessible to the public in general.

12. TLS provides confidentiality and integrity of communications. HTTP authentication under TLS provides a way for general authentication of users at the beginning of a session. A special client module could be added to handle the HTTP authentication automatically, providing a low-security alternative to TLS authentication of the client. This would not be as secure as TLS authentication, but would be much less expensive in terms of installation and maintenance of the client.
